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Please note: this guidance has been prepared by JISC Legal for information purposes only
and is not, nor is intended to be, legal advice.

A Toolkit from JISC Legal

The purpose of this toolkit is to assist your institution in drawing up a Web 2.0 Policy. It will
outline issues to be considered, and provide sample text which can be adopted as part of
your policy.

Introduction - What’s New?

New information and communications technologies (ICT) have come along, some have
stayed, and some have proved a passing fad. Web 2.0 in recent years has been hailed as the
next big thing in Internet use. Once the novelty of the new technology has settled, and it
moves towards the mainstream, there are the inevitable questions with regard to legal
issues.

There are no new laws in respect to the use of Web 2.0 in the UK’s colleges and universities.
However, there are new circumstances in which pre-existing laws will apply, and this toolkit
identifies where risks are likely to arise, and, indeed, it will clarify where legal risk is likely to
be low or absent — which will be useful in dispelling the legal mythology which often grows
out of uncertainty. Given the new circumstances and new risks inherent in the adoption of
these technologies, it is suggested that each institution looks at the adoption of a policy on
the use of Web 2.0 and related technologies. A well-framed policy will lay the bedrock of
certainty for staff and students. Although ‘Web 2.0’ is the current buzzword, it is likely that
user generated content and web-hosted tools (hallmarks of Web 2.0) will be incorporated
into many future technologies too.

The legal issues that arise in this area tend to be based on two features of Web 2.0
technologies: first, that many of the services offered are outsourced. Social networking
sites are run from somewhere else, and are not subject to the institution’s control. There
may be areas where your institution chooses to set up its own system (e.g. hosting wikis or
the creation of virtual worlds), and more control will usually mean fewer legal issues.
Second, these technologies feature interaction and collaboration — this can raise issues of
responsibility and ownership of any resulting creations.

The framing of a policy will involve hard choices: the use of Web 2.0 technologies will
involve legal (and technical and organisational) risks. For each institution, these will have to
be weighed against up against the value and importance of adopting modern, popular and
sometimes effective learning, research and administration technologies.




What assistance is available from JISC Legal?

JISC Legal is available to help you in a number of ways in the drawing up of your institutional
policy, and the following services are free for you to use.

Enquiry Service

JISC Legal operates a helpdesk with a three-working day response target to most
gueries. Contact us by email, web-form or by telephone, and we’ll try to give you
the legal information you require in order to take forward the formation of your
policy. More information can be found at -

http://www.jisclegal.ac.uk/enquiry form.html.

Published Guidance

The JISC Legal website contains a range of guidance papers, dealing with topics in
varying degrees of depth for various purposes. Whether you’re looking for legal
briefings to underpin the formation of your policy, or more general staff
development materials to raise awareness of legal issues, there are materials
available to assist you. More information is at www.jisclegal.ac.uk/publications

Events

Look out for further JISC Legal events focussed on law for Web 2.0 practitioners. We
also appear as invited speakers at many other organisations’ events targeted at the
UK further and higher education sectors. We don’t currently offer face-to-face
training to individual institutions, but hope to offer such a service on a commercial
basis in the near future.

Newsletter

Your institution can keep abreast of JISC Legal’s activities and relevant law by
ensuring that appropriate staff are signed up to our free monthly e-mail newsletter.
Practical, concise and sector-specific, it’ll keep your staff up-to-date without them
wasting their time.

What JISC Legal cannot do

JISC Legal cannot take the decisions as to risk for you. We cannot, for example, tell
you whether the benefits of the use of Web 2.0 technologies at your institution will
outweigh the legal (and other) risks. We exist in order to inform you of the legal
issues that are pertinent to this choice, and to inform you as to the likely factors that
should be taken into account when assessing the risk.

Further, we cannot give assistance based on particular circumstances. JISC Legal
provides general information to the UK’s further and higher education sectors.
Advice based on a particular institution’s circumstances, tailored to its risk appetite,
is available from solicitors firms, and appropriate advice should be taken when faced
with an important risk-bearing decision. JISC Legal can assist you in framing the
terms of your enquiry to such a firm, but cannot assist with fees.
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JISC Advance

jIsc advance
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Advancing education, research and management through expertise, advice and
inspiration in the use of technology

JISC Advance is a not-for-profit company financed by grants from the UK funding councils for
further and higher education. Governed by a board of directors drawn from across the
sector, each of the funding councils is represented to provide their knowledge and
expertise.

Consisting of eight advisory and complementary services, JISC Advance will coordinate and
develop upon the provision of excellence within the education and learning sectors,
providing inspiration and advice to support the innovative use of technology.

Focussed clearly on the needs of its users, the Company is committed to providing agile,
holistic services, developing new services where required and ensuring the community
meets the emerging technology challenges across education sector.

More information on JISC Advance can be found on the website here -
http://www.jiscadvance.ac.uk/.

Your local JISC Regional Support Centre may also be able to assist you in locating resources.
For information on these, search for Regional Support Centres at www.jisc.ac.uk.
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Terminology

Web 2.0 technologies

Internal Web 2.0 technologies

External Web 2.0 technologies

Web 2.0 Technology organiser

Web 2.0 Technology user

refers to Internet-based systems which involve elements
of user sign-up and interaction and/or user-generated
content.

refer to Web 2.0 systems being run on institution-
controlled servers. This could include, for example, wiki
and blogging software installed on the institution’s own
infrastructure.

refer to Web 2.0 systems hosted on servers over which
the institution has no control. This includes proprietary
social networking sites such as Facebook, MySpace, and
Bebo; collaboration services such as Wikipedia, Blogspot
and Delicious.

refers to the person proposing the use of the particular
Web 2.0 technology. This could be a tutor setting up an
external Web 2.0 service for use by students, a member
of registry staff organising the use of a Web 2.0
technology for engaging with pre-enrolment students, or
a researcher setting up a wiki site for the sharing of data
with a research company involved in a collaboration, for
example.

refers to persons making use of a Web 2.0 service that
has been organised by someone on behalf of an
institution. This might include academic staff, support
staff, students, those linked to the institution through
business engagement or community engagement, and
members of the public in general.

In the example policy statements given, terms in square brackets and italics (e.g. “[the
Ay a i A Yodzib heZeflfoed by the relevant term for each institution.
For the purposes of this paper, the terms ‘Web 2.0 technologies’ and ‘Web 2.0 services’ are

used interchangeably.
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Policy Issue 1 - General Permission
To what extent is the use of Web 2.0 technologies permitted at your institution?

After reviewing the legal risks, along with technical limits (such as the specification of
computers available to your students, the likely bandwidth increase) and the organisational
issues (provision of adequate training and support), each institution must decide the extent
to which it permits or promotes the use of Web 2.0 technologies in relation to learning and
teaching, research, administration, and business and community engagement activity.

The variables which are likely to require consideration by the institution in drawing up its
policy are:

Whether the institution, in general terms, supports the use of Web 2.0 technologies
Whether permission extends to both internally and externally hosted Web 2.0
services
1 Whether permission extends to all areas of business (teaching, research and
administration) and to all members of staff
T  What formalities will be imposed by your institution on the use of Web 2.0
technologies
The institution should also consider how the policy on the use of Web 2.0 technologies fits
with its other policies (such as its acceptable use policy in relation to ICT, its staff and
student disciplinary policies, its assessment regulations, and its marketing and branding

policy).

T
T

Possible policy statements could be:

After due consideration of the costs, risks and benefits, [the Institution] has decided
that Web 2.0 technologies must only be used with the prior written permission of

[job title].

[The institution] only permits the use of Web 2.0 technologies which are hosted and
controlled by the institution. Externally hosted Web 2.0 technologies must only be
used with the prior written permission of [job title].

[The institution] has decided that appropriate and compliant use of Web 2.0
technologies, whether hosted internally or externally, is encouraged. However,
those organising the use of such technologies are responsible for ensuring use in
compliance with the law, and with the issues covered by this policy.

[The institution] wishes to encourage the use of appropriate Web 2.0 technologies as
part of its teaching and learning provision. To this end, [module leaders] may,
through the curriculum development process, adopt the use of such technologies
whilst ensuring that use is compliant with the law and the institution’s acceptable
use policies. In the fields of research and administration, Web 2.0 technologies must
only be used with the prior written permission of [job title].
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Policy Issue 2 - Intellectual Property Rights
Who owns what IPR, and ensuring that IPR is respected

With increasing awareness of the value of creativity, innovation and invention, the issues of
ownership and protection of intellectual property rights (IPR) in relation to Web 2.0 are
important. In addition, institutions must be aware of the legal risks inherent in both
infringement of copyright and secondary infringement of copyright.

Ownership and Protection of Intellectual Property Rights

In general, the person creating the intellectual property (whether that be a design, a
copyrighted work, a database, an invention, or another IPR-protected work) will be the first
owner of that right. In many circumstances, this can be altered by an agreement to the
contrary. Where IPR is created in the course of employment, the default position of first
ownership is altered in favour of the employer in relation to some intellectual property
rights.

The JISC-funded TrustDR project considered the intellectual property rights implications for
digital repositories. However, many of the analyses will also apply to the use of Web 2.0
services. Further information and resources can be found at http://trustdr.ulster.ac.uk/.

In relation to institutional policy on student-created IPR, the 2007 JISC Legal Investigation
into Student Work and IPR considers the various relevant issues. Further information and
the report can be found at http://www.jisclegal.ac.uk/publications/studentipr.htm.

An institution’s policy should be clear in recognising and/or determining ownership of IPR-
protected works, particularly in respect to internally-hosted Web 2.0 technologies. With
regards to externally-provided Web 2.0 technologies, it is necessary to consult the service’s
terms and conditions to identify any IPR policy. Itis important to do this, as some Web 2.0
technologies have included exorbitant IPR claims over everything submitted to that service.

Suggested policy statements include:

Web 2.0 technology organisers must remind users of the institution’s IPR policy prior to use
of the technology.

[The institution] values its intellectual property. It does not therefore allow the use of Web
2.0 technologies which make IPR claims incompatible with the institution’s IPR policy.
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IPR Compliance

The development of many communications technologies increased the capability to transfer
IPR-protected material over a large area in a short period of time. Today it is frequently
seen that IPR-infringing material which has been posted on the Internet, and subsequently
removed after a short time due to a complaint, is then available through other sites.

A suggested policy statement is:

Web 2.0 technology organisers must remind users prior to the use of that technology of
their obligations in relation to the clearance of IPR-protected material.

Web 2.0 technology organisers must consider the risk of the release of confidential
information relating to a potential patent application prior to the use of the such
technology.

Due to the risks of patent-relevant information being released into the public domain
inadvertently, [the institution] does not permit the use of Web 2.0 technologies for research
collaboration, unless the prior written permission of [job title] has been obtained.

Further Resources

The JISC-funded Web2Rights project has considered the intellectual property issues as they
apply to JISC projects in relation to Web 2.0 use. The same issues are likely to apply to
institutions using Web 2.0 technologies. Further details and resources are available at
http://www.web2rights.org.uk/.
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Policy Issue 3 - Data Protection and Freedom of Information
Duties placed on those dealing with personal information, and public authorities

Data protection law allows individuals to control the collection, use and transfer of personal
information about them. There may be situations where the setting up of student accounts
by staff on externally Web 2.0 sites is a transfer of personal data, which must be done in
compliance with the relevant legislation. There are particular requirements where the Web
2.0 service is hosted outside the European Economic Area (EEA) in order to ensure an
appropriate level of security of the information.

Further information and guidance is available in the JISC Legal Code of Practice on Data
Protection, available at http://www.jisclegal.ac.uk/publications/DPACodeofPractice.htm,
and in particular, s.12.6 Web 2 Services, available at
http://www.jisclegal.ac.uk/publications/DPACodeofPractice.htm# Toc197501973.

In the context of e-administration, the JISC Legal paper on Data Sharing in HE and FE
Administration considers the issues of personal data transfers. It is available at
http://www.jisclegal.ac.uk/publications/datasharing.htm.

Suggested policy statements include:

Web 2.0 service organisers must consider the data protection aspects of their activity, and
in particular, whether it involves the transfer of personal data outwith the institution.
Personal data is any information which could be used to identify a particular person.

Web 2.0 service organisers must obtain the [written] permission of the institutional data
protection officer before any transfer of personal data [outside the EEA].

[The institution] does not permit the transfer of personal data to external Web 2.0 services.

Web 2.0 service organisers may only use a technology which requires users to submit
personal data if such use is optional.

Where a Web 2.0 service requires the transfer of personal data (e.g. for account set-up) this
must be left to each user to accomplish where possible. The transfer of personal data by
the Web 2.0 service organiser must only be done with the prior written permission of [job
title].
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Freedom of Information

Colleges and other public tertiary education establishments are subject to the Freedom of
Information Act 2000 (or, for Scottish-based institutions, the Freedom of Information
(Scotland) Act 2002). This requires institutions to have adopted a publications scheme,
giving details of routinely produced information and how it may be obtained, and it requires
institutions to supply information upon request (subject to certain exceptions).

Further information on the Freedom of Information legislation is available in the JISC Legal
Freedom of Information Overview paper available at
http://www.jisclegal.ac.uk/freedomofinformation/freedomofinformation.htm and the JISC
Legal Essentials paper at
http://www.jisclegal.ac.uk/freedomofinformation/FOIEssentials.htm

A suggested policy statement is:

Web 2.0 organisers should consider whether the use of the service will hinder compliance
with the duties imposed on the institution by Freedom of Information legislation.
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Policy Issue 4 - Accessibility

Ensuring that Web 2.0 services are accessible by users with disabilities

The Disability Discrimination Act 1995 (as amended by the Special Educational Needs and
Disability Act 2001) requires service providers (including those offering education services)
to ensure the accessibility of their services by users with disabilities. This includes a
proactive duty to consider accessibility (the Disability Equality Duty), and a requirement to
make reasonable adjustments where necessarily to allow access. Although the legal duty
applies in relation to users with disabilities, accessibility should be seen in a positive light as
benefiting all.

For further information on the legal duties to which institutions are subject, please refer to
the joint JISC Legal and TechDis webcast available at
http://www.jisclegal.ac.uk/Webcast/accesswebcast.html

The JISC TechDis service provides guidance as to accessibility policies, and in relation to
technologies which might provide a reasonable adjustment as required by the law.

Suggested policy statements include:

The Web 2.0 service organiser must consult with [the institutional accessibility officer] prior
to use of a particular Web 2.0 technology, and must implement any recommendations of
[the officer] pertaining to the use of the technology.

[The institution] only permits the use of Web 2.0 technologies which have the prior approval
of [the O 2 { { dscasSbilityt service] as complying with general accessibility standards.

The Web 2.0 service organiser must consider the accessibility issues inherent in the use of
that technology, and consider, where appropriate, what equivalent learning experience
could be offered to users unable to use the Web 2.0 technology.

The Web 2.0 service organiser must include the following statement in instructions given to
users prior to the use of the technology: “The use of [this Web 2.0 technology] has been
adopted to enhance your learning experience. If you have any issue relating to your specific
access needs, please contact [job title].”
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Policy Issue 5 - Liability Issues
Ensuring the institution meets its obligations in general

There are three types of liability issue which should be taken into account in relation to an
institution’s use of Web 2.0 technologies:

1. Contract based liability due to breach of contract
2. Negligence based liability due to failure to meet the required standard of care
3. Specific liabilities

In an increasingly business-like environment, more students are likely to see themselves as
customers of a service-provider. In litigious times, this may mean students considering
bringing an action for breach of contract where the education provision does not meet the
standard to which they thought themselves entitled. This may become particularly
prominent in England and Wales, due to the current student fees regime. Such actions may
be based, for example, on an institution’s failure to deliver the promised number of
teaching hours, or a failure to provide a specified level of support otherwise.

The law of negligence represents the second category of liability. Even in the absence of
contract, the law requires each institution to take reasonable care in the exercise of its
business, and failure to reach the required standard of care will open the institution to
potential liability. This sort of liability will apply where an institution fails to take the
precautions that a reasonable man would take in that situation to avoid the potential loss or
damage occurring. For example, the public posting of security information about a business
allowing thieves “inside knowledge” of that business’s premises might lead to a claim if the
premises are burgled as a result.

The third category of liability includes legal risk in respective of specific actions, such as
secondary infringement of copyright, as described under intellectual property above, or
vicarious liability for defamatory statements published by way of a Web 2.0 technology.

Further details of liability for illegal materials, including obscene publications, defamatory
materials, and materials relating to terrorism can be found in JISC Legal’s papers on ISP
Liability, available at http://www.jisclegal.ac.uk/ispliability/ispliability.htm and
http://www.jisclegal.ac.uk/ispliability/ispliabilityEssentials.htm.

It is also clear that, in addition to (and irrespective of, in many cases) any judgment found
against the institution, the publicity surrounding a breach of contract or failure of duty will
affect the institution’s reputation.
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Suggested policy statements are:

[The institution] requires all Web 2.0 technology organisers to note an appraisal of risk in
respect to failure to meet contractual obligations, failure to take reasonable precautions to
prevent loss or damage, or failure to comply with legal duties.

[The institution] requires all Web 2.0 technology organisers to consult with [job title] prior to
use of such services, in order to consider the legal risks to which the institution might be
exposed by such activity.

Reliance on an Externally-Provided Service

It may also be important for an institution to ascertain what level of service is provided by
an externally-hosted Web 2.0 technology. This is particularly true where the use of the
technology would provide a large or important part of the learning experience, or where the
technology is used to mediate formal assessment in some manner.

Dr Chris Adie, at the University of Edinburgh, suggested the following to be examined in
relation to the assurance of service which an institution might require:

1. “The Security of the Service Provider”
For how long can the external Web 2.0 service provider be expected to be around?

2. “Confidentiality”
To what extent does the service provider respect the protection of information where
appropriatS 0 & dzOK & LISNBR2YyFf RFEGFYT aSyairdAargs
business, or confidential information ¢ in relation to a patentable invention, for
example).

3. “Ownership of Data”
To what extent (if any) does the Web 2.0 service provider claim ownership of
submissions and contributions?

4. “Security of Data”
In addition to the matters noted under confidentiality above, there is the question of
the safety of the data ¢ both in terms of back-up, and in terms of unauthorised access
5. “Performance”
To what extent does the service provider agree to a particular standard of
LISNF2NXYIFyOSs YR Aada GKSNB Fyeée LlaaAiofsS

6. “Reliability”
To what extent is the service stable and resilient? How often will it not be available?

7. “Support”

© JISC Legal 2008 - www.jisclegal.ac.uk 12


http://www.jisclegal.ac.uk/

How good are the reference sources of help, and the interactive assistance (such as a
helpdesk)?

8. “Single Sign-On”
To what extent can use of the Web 2.0 service be included under the standard
institutional sign-on?

9. “Lock-in”
To what extent legally (due to contractual obligations) and technically (due to
compatibility) would the institution be tied-in to a particular technology?

10. “Longevity”

z
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11. “Functional Stability”
To what extent is the provision of the service likely to change over time?

(from Draft Guidelines for Using External Web 2.0 Services by Dr Chris Adie at the University
of Edinburgh, 23 August 2007, available at
http://www.vp.is.ed.ac.uk/content/1/c4/12/45/GuidelinesForUsingExternalWeb2.0Services
-20070823.pdf)

A suggested policy statement is:

Before adopting the use of an externally-provided Web 2.0 service, the organiser shall
appraise the stability and security of that service, the loss, damage and/or disruption that
would be caused by failure of the service, and the corresponding benefit that using the
service brings.

A Notice and Take Down Procedure

It is often important that an institution asks promptly when it becomes aware of a problem
linked to potential legal liability. This is due to the nature of the Internet, where
information can be passed on quickly over a large area. It is important that those adopting
Web 2.0 technologies, and, in particular, those exercising control over or moderation of the
content on such services, have a clear notice and takedown procedure.

Suggested policy statements include:

Web 2.0 technology organisers shall, upon becoming aware of potential liability attaching to the
institution, apply the institution’s Notice and Takedown Procedure as detailed at [location].

Web 2.0 technology organisers shall, upon becoming aware of potential liability attaching to the
institution, remove the relevant item as soon as possible (or will apply to have the item
removed as soon as possible), and will inform [job title] immediately of the circumstances.
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