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1. Executive Summary

CONTEXT OF THE STUDY
Innovation and Knowledge Transfer

As the UK, in line with other advanced economies, increasingly moves from a resource-
based to a knowledge-based economy (see reference!'!). UK government and EU policy
has increasingly recognised ‘knowledge’ and ‘innovation’ as the main driving forces of
economic growth, social development, and job creation. Higher and Further Education
Institutions (HEIs and FEIs) are significant sources of that knowledge and Innovation,
and therefore the process of transferring that knowledge from education institutions into
useful social and business applications has become an important issue. This Study
looks at a discrete part of that process.

Although knowledge and Innovation are now considered the main drivers for national
competitive advantage, concern remains as to the UK’s efficiency in transferring
knowledge and knowledge-based Innovations from its public sector research base. The
Lambert Review, for example, stressed the importance of improving industry exploitation
of university research if the UK is to remain ahead of global competition (Lambert, 2003).
HEIs and FEIs have been deemed to be “the great, largely unknown, and certainly
underexploited, resource contributing to the creation of wealth and economic
competitiveness” (see referencel '!).

Therefore, HEIs and FEIs have been encouraged to broaden their role by engaging with
business and the community, as well as carrying out their more traditional roles of
research and education (see referencel "!), and serious analysis has been devoted to
unpicking the barriers that exist between business, on the one hand, and HEIs and FEIs
on the other. A range of policy and funding initiatives has been launched to improve the
efficiency of the knowledge transfer process and dismantle barriers to business and
community engagement (BCE)™ with HEIs and FEIs. Nonetheless, the jury is still out as
to whether these initiatives have achieved the goal of effectively using this 'under-
exploited resource’.

Innovation and Information & Communication Technology

In the context of the debate as to how to improve the sharing of knowledge, an important
facilitator of Innovation and knowledge transfer has, perhaps, received less attention —
certainly in terms of policy development in the UK. This is the role that information and
communications technology (ICT) plays in the process. Surprisingly little attention has
been given to what could be unleashed in terms of business and community benefit by
unlocking some of the digital assets that are taken for granted in the public sector
teaching and research base.

ICT: an agent for Economic and Social Innovation

If Innovation is the key to unlocking the potential of a knowledge-based economy,
and the main focus for generating Innovation is knowledge arising from publicly-funded
research, then the ability to transfer or share knowledge rapidly, through the effective
use of ICT, has major benefits (see referencelV!). Many of the new and emerging socio-
economic theories of Innovation stress the fundamental business benefits that may

{1} See AppendixEi iDefiniti ons & Acronymso for details
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be gained from the use of ICT and digital assets.

Likewise, if social Innovation is the key to unlocking the potential for regeneration and
social inclusion, then the ability to use publicly-funded ICT infrastructure and digital
assets effectively may also produce major benefits in the context of FEI and HEI
community engagement. An example of the recognition of this in public policy and
funding is that of the Digital Challenge'” initiative.

Barriers to thenU$4&€TS6f anldnmMogatiad Asset s

Therefore this Study focuses on identifying the barriers to the use of publicly-funded ICT
infrastructure and digital assets for BCE. The expression ‘digital assets’ has been used
to cover a broad range of ICT infrastructure, digital tools, digital data and right to use
these. Specifically in this Study these include:

a. Software - created by or licensed to HEIs and FEls;

b. Data - from databases created by, or licensed to, HEIs and FEIs;

c. Services - such as JISCmail; and

d. Connectivity - via publicly-funded, private networks such as JANET.

As many of the perceived barriers to effective BCE appear to be legal in nature — issues
surrounding the ownership of, and rights to use, intellectual property'”: State aid;
contractual restrictions; and data protection and privacy, this Study looks at these legal
issues. However, it is important to realise that non-legal factors often create or
exacerbate some of the perceived legal barriers to effective BCE, as well as being
barriers in themselves. These include non-legal issues related to policy, strategy,
organisation and culture. Therefore, this Study also looks at these non-legal issues.

REASON FOR THE STUDY

As one of its strategic aims, the Joint Information Systems Committee (JISC) is
addressing the issues involved in the use of ICT in UK HEIs’ and FEIs’ Third Stream or,
as it is now called, Business and Community Engagement (BCE), activities. For the
purposes of this Study, BCE is any activity that takes place between an HEI or a FEI and
individuals and organisations external to that HElI or FEI. BCE includes knowledge
transfer, work-based learning, community links, outreach, Continuing Professional
Development (CPD), employer engagement, wider participation, and lifelong learning.

JISC Legal has been tasked with exploring the legal issues involved in the use of ICT in
BCE activity in the UK’s higher education and further education sectors. In particular
JISC Legal has been tasked by JISC, on behalf of the Higher Education Funding Council
for England (HEFCE), to conduct a study on the issues around the exploitation of
publicly-funded ICT resources, services, infrastructure, and intellectual property with the
specific aim of producing definitive guidelines for UK HEIs and FEls seeking
opportunities to develop and exploit those ICT ‘assets’ as part of their BCE activities.

SUMMARY AND CONCLUSIONS

With one exception, the major barriers to effective BCE activity are not legal in nature.
The biggest of these major, non-legal barriers is that BCE is still not considered a priority
by many institutions and by many of their academic and other staff, as to them it is

& Acronymso
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something of a Cinderella activity. This is particularly felt by those engaged in the
community engagement component of BCE.

Those legal issues that do exist, involving intellectual property rights, data protection and
privacy, and contractual restrictions on the use of software, databases and ICT
infrastructure, can be overcome with foresight and forward planning and, sometimes,
additional financial resources.

Organisational failure to determine policy, to educate staff, and to anticipate and deal
with issues related to BCE militates against foresight and forward planning; if these
failures could be resolved many issues that are perceived as ‘legal’ could also be
resolved.

The legal issue that cannot be resolved, without legislative change, is the dichotomy
between the need of the knowledge-economy to benefit businesses and the wider
community through knowledge transfer by HEIs and FEIs and the fact that State aid law,
subject to certain exemptions, prohibits the provision of aid or assistance from State
resources in a way that favours some enterprises or undertakings over others.

This Study contains a set of guidelines that identifies the issues that HEIs and FEls
involved in knowledge transfer and BCE need to take into account and
recommendations as to how some of the barriers to effective knowledge transfer may be
overcome. This Study cannot recommend how to overcome the State Aid dichotomy,
but there is a role for JISC Legal in helping institutions to understand how to comply with
State aid law.

The Role of JISC

If the role of ICT is key, as this Study intimates, it is evident that the providers of publicly-
funded infrastructure and services, such as JISC, have the potential to play an extremely
important role in supporting HEIs’ and FEIs’ engagement with business and the wider
community. Therefore, the crucial question for JISC is how to unlock barriers to the use
of their infrastructure and services for BCE activities.

Some of those barriers are detailed below. If key amongst these barriers is the
perception in some quarters of JISC’s constituency (that is those within HEIs and FEls
responsible for digital resources and ICT infrastructure) that BCE activity is merely
peripheral to the mainstream activities and goals of institutions, then JISC can clearly
play an important role as a conduit for promoting the relevance of BCE. This is primarily
and a strategic and cultural matter.

Further JISC — and particularly JISC Legal - can play an important role in terms of
clarifying any legal confusion as to what is permissible in terms of the use of publicly-
funded ICT infrastructure and digital assets. It is important that this information be more
effectively disseminated to both BCE practitioners and those within institutions that are
responsible for running and maintaining digital and ICT resources.

SUMMARY OF RECOMMENDATIONS

The rights to use for BCE activities and to exploit software that institutions have
licensed-in, appears to causing needless problems - problems which could be overcome
with foresight and planning.

o It is recommended that institutions ensure that their procurement and
computing services departments consider BCE activities when licensing-in
software and negotiate appropriate - less restrictive - terms. (See sections
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10.19 — 10.24 for more details.)

Likewise, libraries should consider the potential use of licensed data for BCE and KT
activities.

1.20 Whilst this may increase costs it would greatly ease potential legal problems related to
their use for BCE purposes. Ultimately, this comes to an issue of strategic intent — the
preparedness to meet such additional costs — and the organisational co-ordination
required. (This matter is dealt with in more detail at sections 9.1-9.7.)

1.21 The use of open source code and open source licence terms is also a complicating
factor in KT activity, specifically that related to software commercialisation. This may
result in barriers to knowledge exchange and unforeseen liability. Yet the use of open
source licences is encouraged by JISC, perhaps without fully appreciating the
consequence for KT activity.

o It is recommended that JISC review its policy in this respect of open source
software. (This matter is dealt with in more detail at sections 9.8 — 9.18)

o It is also recommend that JI SC"s terms on oWl
that through the Funders Forum™ JISC encourages a common approach to
IP ownership, essentially allowing the institutions to own the IP they have
created.

1.22 There is a great deal of confusion over the issues of using publicly-funded networks
such as JANET for BCE. Indeed this was seen as the most intractable problem in the
surveys. This confusion is not aided by the range of acceptable use policies that apply
and the misconception that the JANET Acceptable Use policy is the primary policy that
determines the use of JANET for BCE activity.

o It is recommended that the JANET Connection Policy be circulated with
clarification as to what this allows by way of BCE activity.

o It is recommended that the JANET Connection Policy be circulated around
the BCE and KT networks, such as AURIL and UNICO.

o It is further recommended that JISC encourages HEIs and FEIs to review
their own Acceptable Use policies (which often appear to be the real culprit
in restricting use for BCE activity).

o It is suggested that the JANET Support Manual could be more helpful in
guiding institutions towards formulating policy sympathetic to BCE.

o It is recommended that JISC promotes a model Acceptable Use Policy that
takes account of BCE activity. This is dealt with at sections 9.19-9.39 and 10.12
—10.15 below.)

1.23 ltis clearly the case that BCE activity draws institutions into sailing closer to the wind in
terms of State aid regulations. Also it is evident that there is little clarity in the knowledge
transfer and BCE practitioner community of the legal implications of State aid.

. It is recommended that at a minimum JISC Legal should focus on providing
more information to the KT practitioner community, via its representative
bodies, and to its constituency, via Inform, on the subject of State aid and
the effective use of the existing block exemptions®™ (see Appendix E) that
allow limited State aid to be provided in certain circumstances

“} see Appendix E — “Definitions & Acronyms” for details and URL
©F see Appendix E — “Definitions & Acronyms” for details and URL
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(www.ec.europa.eu/competition/state aid/studies reports/vademecum on rules 2
007 _en.pdf) and the general block exemption expected to be issued by the

European Commission in the summer of 2008
(www.ec.europa.eu/comm/competition/state aid/reform/draft gen block exempt r
eg_en.pdf)

At a maximum — but more controversially - JISC (and bodies such as HEFCE) may
wish to discuss with bodies such as AURIL the implications of the proposed
general block exemption with a view to providing input to the process with a view to
aiding BCE activity. (This matter is dealt with in more detail in sections 9.40-9.52
below.)

Institutions should make use of guidance on legal matters from JISC Legal
(www.jisclegal.ac.uk), on State aid from the Department for Business, Enterprise and
Regulatory Reform (www.dti.gov.uk/bbf/state-aid/index.html) and the European
Commission website (www.ec.europa.eu/comm/competition/state aid), on Data
Protection and Privacy from the Information Commissioner's Office (www.ico.gov.uk)
and on intellectual property from the UK Intellectual Property Office (www.ipo.gov.uk). All
these are free and much is available online.

o It is recommended that JISC publicise its existing advice on data protection
(www.jisclegal.ac.uk/dataprotection/dataprotection.htm) and on data sharing
(www.jisclegal.ac.uk/publications/datasharing.htm).

o It is recommended that JISC promote more widely the advice and assistance
that JISC Legal is able to provide, and that JISC Legal provides (or JISC
funds others to provide) training for BCE practitioners on the application of
legal principles to their activities.

o It is recommended that JISC promotes more widely the assistance that is
already available, such as the Lambert Toolkit, the guidance and courses
offered by AURIL CPD and PRAXIS and guidance from UKIPO on intellectual
property.

o It is recommended that JISC Legal prepares guidance and information on
State aid that is specific to academic institutions and their BCE activities.


http://www.ec.europa.eu/competition/state_aid/studies_reports/vademecum_on_rules_2007_en.pdf
http://www.ec.europa.eu/competition/state_aid/studies_reports/vademecum_on_rules_2007_en.pdf
http://www.ec.europa.eu/comm/competition/state_aid/reform/draft_gen_block_exempt_reg_en.pdf
http://www.ec.europa.eu/comm/competition/state_aid/reform/draft_gen_block_exempt_reg_en.pdf
http://www.jisclegal.ac.uk/
http://www.dti.gov.uk/bbf/state-aid/index.html
http://www.ec.europa.eu/comm/competition/state_aid
http://www.ico.gov.uk/
http://www.ipo.gov.uk/
http://www.jisclegal.ac.uk/dataprotection/dataprotection.htm
http://www.jisclegal.ac.uk/publications/datasharing.htm
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2. Terms of Reference for the Study

The aims of the Study were to:

a. Investigate and document the range of issues, both theoretical and practical, that
may affect the development of BCE activities that exploit publicly-funded
(including JISC funded) ICT resources, services, infrastructure, and intellectual

property;

b. Formulate a set of guidelines for HEIs and FEIs on the rights and restrictions
they have on the use of such ICT resources, services, infrastructure, and
intellectual property in pursuit of their BCE mission; and

c. Provide recommendations to JISC Legal, JISC, and the education and research
sector on any amendments that need to be made to existing Acceptable Use
policies and/or IPR policies to ensure that full exploitation of such ICT resources,
services, infrastructure, and intellectual property can be achieved while
protecting the legitimate rights of institutions and individuals.

Given the broad terms of remit — and in light of the initial interviews and desk study - the
Study team has, in particular, focused attention on a central element of the remit that
appeared to be most problematic: that focus was upon the legal and related issues
associated with the use of ICT and digital resources as a facilitator of knowledge transfer
and business and community engagement.

The Study team is conscious of® other initiatives that are related (including JISC
studies) that have a bearing on the broader remit of developing the efficiency of
knowledge transfer and BCE activity which draws on the resource, services,
infrastructure and intellectual property held within HE and FE institutions.

Specifically, the Lambert Review of Business University Collaboration * has addressed
many of the barriers to University-business interaction (as well as providing widely
adopted tools such as model IP agreements). Other information materials relevant to this
topic are also provided, inter-alia by JISC Legal on its BCE site . Hence the team has
sought not to duplicate work done elsewhere but to draw on that where relevant to the
remit of this study.

3 Two of the team are members of the Lambert Inner Group, responsible for the Lambert Toolkit and the IP
protocol that was embedded in the model agreements.

m http://www.hm-treasury.gov.uk/consultations_and_legislation/lambert/consult_lambert_index.cfm

e http://www.jisclegal.ac.uk/index.html
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3. Context of the Study

Innovation and Knowledge Transfer

Al n an i ncr e a s-drineg Iglpbal lecomomy, ealgries will derive their
competitive edge from the speed. with whi
Science and Innovation Investment Framework 2004-2014: Annual Report 2007

fiKnowledge transfer must improve in order to accelerate the exploitation of research
and the devel opment of new products and
The European Research Area: New Perspectives - Green Paper: 04.04.2007

As the UK, in line with other advanced economies, increasingly moves from a resource-
based to a knowledge-based economy, UK government and EU policy has increasingly
recognised ‘knowledge’ and ‘innovation’ as the main driving forces of economic growth,
social development, and job creation.

HEIs and FEls are significant sources of that knowledge and Innovation — and therefore
the process of transferring that knowledge from educational institutions into useful social
and business applications has become an important issue. One of the purposes of
higher education (as set out in HEFCE’s Strategic Plan 2006-11) is “to serve the needs
of an adaptable, sustainable, knowledge-based economy at local, regional and national
levels”. This Study looks at a discrete part of that process.

Although knowledge and Innovation are now considered the main drivers for national
competitive advantage, concern remains as to the UK’s efficiency in transferring
knowledge and knowledge-based Innovations from its public sector research base. The
Lambert Review, for example, stressed the importance of improving industry exploitation
of university research if the UK is to remain ahead of global competition (Lambert, 2003).
This question is being revisited by the Funders’ Forum under the chairmanship of Peter
Saraga with a view to further stream-lining University-Business collaborations.

The underlying assumption that there is potential for increased collaboration between
industry and universities is also underlined in much of the current Innovation literature.
In particular, a growing body of evidence in support of the effectiveness of the Open
Innovation'® approach to developing business value in explicitly based on an assumption
that Universities are a “vital source for accessing external ideas”.

The Lambert Review has reinforced this perspective, and HEIs and FEIs have been
deemed to be “the great, largely unknown, and certainly underexploited, resource
contributing to the creation of wealth and economic competitiveness and economic
competitiveness”.

Innovation and Information & Communication Technology

ch they

ser vi

c e

ifiResearch institutions should increasingly wor
ovirtual research communitiesdéd associating pub
require a better collective exploitation of the opportunities offered by massive

) See AppendixEiiDef i niti ons & Acronymso for details and URI
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computing, information and communication infrastructures, which are becoming
fundamental for moving the frontiers of
The European Research Area: New Perspectives - Green Paper: 04.04.2007

Al CT i s an hnelogy forlinnavagion thewgh the provision of ubiquitous digital
infrastructure for the inexpensive, rapid, and secure storage and transfer of
infrastructure and data. It facilitates the exchange of ideas and information moving
from one place to anothero

“Think, Play, Do: Technology Innovation & Organisation” Dodgson, Gann & Slater (Oxford University
Press 2005)

In the context of the debate as to how to improve the generation, diffusion and
exploitation of knowledge, an important facilitator of Innovation and knowledge transfer
has, perhaps, received less attention — certainly in terms of policy development in the
UK. This is the role that ICT plays in the process. Surprisingly little attention has been
given to what could be unleashed in terms of business and community benefit by
unlocking some of the digital assets that are taken for granted in the public sector
teaching and research base.

ICT: an agent for Economic and Social Innovation

If Innovation is the key to unlocking the potential of a knowledge-based economy,
and the main focus for generating Innovation is knowledge arising from publicly-funded
research, then the ability to transfer or share knowledge rapidly, through the effective
use of ICT infrastructure and services, has major benefits (see reference!')). Many of the
new and emerging socio-economic theories of Innovation stress the fundamental
business benefits that may be gained from the use of ICT and digital assets.

But likewise, if social Innovation is the key to unlocking the potential for regeneration and
social inclusion, then the ability to use effectively publicly-funded ICT infrastructure and
digital assets may also produce major benefits in the context of FE and HE community
engagement. An example of the recognition of this in public policy and funding is that of
the Digital Challenge initiative.

Barriers to the Use of , Il nnovation |

Therefore this Study focuses on identifying the barriers to the use of publicly-funded ICT
infrastructure and digital assets for business and community engagement. The term
‘digital assets’ has been adopted to cover a broad range of ICT infrastructure, digital
tools, digital data and right to use these. Specifically in this Study these include:

a. Software - created by or licensed to HEIs and FEIs. Business or community
partners may wish to have access to those resources because they offer niche or
specialist functionality, often on terms that could not otherwise be afforded.

b. Data - from databases created by or licensed to HEIs and FEls. Start-ups may
wish to have access to market research material via an institution’s subscription,
or to other digital data and images that are held in databases to which the
institution has access.

c. Services - such as JISCmail. Institutions and business and community partners
may wish to communicate on matters of common interest, or businesses may

10

researc
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need access to laboratory facilities that are available only through educational
and public research institutions.

d. Connectivity - via publicly-funded private networks such as JANET. Institutions
may wish to grant access to science parks or incubators. Often this provision
may be out of convenience, but it may provide levels of connectivity that cannot
be provided by commercial providers.

3.10 As many of the perceived barriers to effective BCE appear to be legal in nature — issues

3.11

3.12

surrounding the ownership of, and rights to use, intellectual property; State aid;
contractual restrictions and data protection and privacy, this Study looks at these legal
issues. However, it is important to realise that non-legal factors often create or
exacerbate some of the perceived legal barriers as well as those non-legal issues being
barriers in themselves. These non-legal barriers include matters related to policy,
strategy, organisation and culture. Therefore, this Study also considers these issues.

Two key policy issues arise from the above context:

a. With increased reliance on ICT for Innovation, there is considerable potential for
social exclusion. Not all businesses or individuals will have the capacity — skills
or resource — to make the most of this development. This inclusive policy
agenda has already become a concern for government. With an eye on
business-benefit, programmes such as the grid outreach programmes and the e-
science core programme™® have received major funding. With an eye on social-
inclusion, programmes such as the Digital Challenge initiative have also received
large (if less significant) public funding.

b. With increased public funding of ICT infrastructure — specifically with the goal of
stimulating knowledge transfer and business engagement — as a public good
investment, the increasing interaction HEI and FEIs and private organisations,
boundaries are blurred. Such funding, if it is to mean anything, has to also
support Innovation for private gain. Indeed, it could be argued that the growing
reliance on ICT for Innovation brings the conundrum of competition policy
(including State aid) into sharper focus: how do we balance public investment
with private Innovation and gain? In this sense the real problem for future review
is most likely State aid policy and the strategic and tactical management at UK
policy level, institutional level and at individual project level.

The key issue at a policy level is to square the circle of these potentially contradictory
pressures — the need for public investment and intervention to stimulate Innovation (and
avoid exclusion), and the need to manage the boundaries of public good and private
gain. At an operational level, guidance can be provided to minimise the problems
associated with this conundrum.

1% For details see: http://www.rcuk.ac.uk/escience/default.htm

11
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4. Reason for the Study

As one of its strategic aims, the Joint Information Systems Committee (JISC) is
addressing the issues involved in the use of ICT in HEIs’ and FEIs’ Third Stream or, as it
is now called, Business and Community Engagement (BCE), activities. For the
purposes of this Study BCE is any activity that takes place between an HEI or a FEI and
individuals and organisations external to that HEI or FEI. BCE includes knowledge
transfer, work-based learning, community links, outreach, Continuing Professional
Development (CPD), employer engagement, wider participation, and lifelong learning.

JISC Legal has been tasked with exploring the legal issues involved in the use of ICT in
BCE activity in the UK’s higher education and further education sectors. In particular
JISC Legal has been tasked by JISC, on behalf of the Higher Education Funding Council
for England (HEFCE), to conduct a study on the issues around the exploitation of
publicly-funded ICT resources, services, infrastructure, and intellectual property with the
specific aim of producing definitive guidelines for UK HEIls and FEls that are seeking
opportunities to develop and exploit such digital assets as part of their BCE activities.

The Hill and Farmer Report in 2006 investigated the needs of what were then called
“Third Stream users”, and identified a need for advice and guidance on legal issues,
particularly Intellectual Property Rights (IPR) - for further details go to
http://www.jisc.ac.uk/whatwedo/themes/business _community engagement.aspx via
which you can access the report, ‘JISC Services & the Third Stream’. The investigation
identified a number of examples where the development of services to other
organisations had been hampered or abandoned due to uncertainty over the acceptable
use of infrastructure or of intellectual property, or the exploitation of products or services
generated through public funding.

Some of the issues for the “Third Stream community” were raised at a Think Tank held
in York in June 2006 and these include legal implications, licensing, and legal advice.
Delegates considered that most institutions and commercial organisations would be
reluctant to exploit opportunities unless there was certainty over the legal, moral and
ethical rights to use such material (see Appendix E to the Hill and Farmer Report).

12
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5. Methodology used for the Study

The methodology adopted to achieve the aims of this Study was as follows:

a. to carry out a comprehensive review of the published literature in order to explore
the role ICT plays in the world of KT and Innovation, and thus make an initial
assessment of its importance in relation to facilitating Innovation and KT,;

b. to carry out a number of interviews and discussions (both face-to-face and via
telephone) with interested parties, such as JISC, UKERNA™ and AURIL;

c. to carry out ‘customer surveys, via on-line questionnaires directed at those
individuals who have real experience of BCE activities;

d. to carry out a detailed analysis of the information obtained from the interviews
and discussions, the ‘customer’ surveys, and the case studies, to identify the
range of issues that may affect the development of BCE activities; and

e. to analyse the range of issues identified and then formulate the required
guidelines and recommendations based upon the outcome of this analysis.

(1) See AppendixEi iDef i ni ti ons & Acronymso for details
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6. The Study Model

In order to ensure that there was a high-degree of consistency and uniformity throughout
the Study, a five-element model was used as the framework for the whole of the Study.
The five elements of the model represent the non-technical, critical areas for effective us
of ICT for BCE and knowledge transfer:

a.

Legal: Legal frameworks need to be in place to facilitate successful business
and community engagement and the transfer of knowledge.

Policy: Policies need to be formulated to facilitate successful business and
community engagement and the transfer of knowledge.

Organisation: The right organisational structures need to be implemented to
facilitate successful business and community engagement and the transfer of
knowledge.

Culture: The right culture needs to be engendered to facilitate successful
business and community engagement and the transfer of knowledge.

Strategy: All of the key players need to share a common vision of how to
promote BCE and devote appropriate resources to BCE initiatives, including
adopting necessary BCE-focused ICT policies, culture and organisational
structures. Also, each player needs to understand the strategy to be followed to
achieve that vision, and, in particular, what part it will play in the execution of that
strategy.

Clearly, these five areas are, in fact, interdependent and together act as an integrated
system, the operation of which could determine whether the BCE ICT initiative either
stands or falls. They also illustrate the connectivity-based nature of BCE ICT activities
and emphasise the need to consider the non-technical aspects of effective knowledge
transfer/exchange, as well as the technical aspects.

Strategy

Organisation

Fiaure 1

14




7.1

7.2

7.3

7.4

7.5
7.6

7.7

7.8

7.9

7.10

Final Report — 2" October 2007

7. Interviews, Surveys and Discussions

Interviews: these were held with key stakeholders and were undertaken primarily to
help structure the survey questions and to ensure that they focused on the main areas of
concern. However, these interviews also provided some insightful comments (some of
which are recorded below) that are worth considering. This interview stage of the Study
was carried out as a practical, interactive exercise. The organisations that took part in
the survey are listed at Appendix A (as are those interviewees who consented to be
listed.)

Surveys: based upon the feedback received during the above interviews, two on-line
surveys were formulated and then circulated via a broad range of mail lists. Both
surveys were designed to capture feedback — both quantitative and narrative — from
those focused on business and community engagement. The first survey, the BCE
Practitioner Survey, was aimed at the broad knowledge transfer and business and
community engagement practitioner community. Whereas, the second survey, the
Technology Transfer & Business Support Survey, was circulated to those more focused
on business support and business creation, in an attempt to capture the perspective of
those engaged with business end-users.

Discussions: in order to validate the survey results, particularly in those areas of the
survey where the number of responses received was low (in statistical terms), follow-up
telephone discussions were held with selected institutions.

Feedback: in order to assist with the identification of common areas of concern, and to
allow for categorisation under the study model headings, the feedback from the
interviews, the surveys and the discussions will be combined.

To begin with let us look at the feedback obtained from the surveys.

A copy of the questionnaire used for the BCE Practitioner Survey is attached as
Appendix B (the questionnaire used for the Technology Transfer & Business Support
Survey was very similar) and the networks and mailing lists through which these
guestionnaires were circulated are shown in Appendix E.

The detailed analysis of the results from the surveys is given in Appendix C and a
summary of this analysis is given below.

BCE Practitioner survey — summary of analysis

This survey attracted 122 responses; as already mentioned, the detailed analysis of
these responses is contained in Appendix C.

Almost three-quarters of the respondents said that they had had legal problems, or
anticipated having legal problems, in the area of Network Access, as opposed to only
about one-third of the respondents registering that they had had legal problems, or
anticipated having problems, in each of the other three areas i.e. Software, Databases,
and Network Mailing Systems.

Network Access legal problems

A breakdown showing where most of the Network Access legal problems had occurred,
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or were expected to occur, and what the current problem resolution status is in each
area, is given below:

a. Contractual restrictions limiting the use to academic purposes were seen as
problematical by 61% of the respondents. However, less than half of these
respondents reported that the problem(s) that had already occurred in this area
had been OVERCOME.

b. Their organisation®"s awareness of Iwascensi

seen as a problem by 50% of the respondents. However, less than a quarter of
these respondents reported that the problem(s) that had already occurred in this
area had been OVERCOME.

c. State Aid Law/Other competition Law was seen as a problem by 44% of these
respondents. However, two-thirds of these respondents reported that the
problem(s) that had already occurred in this area had been OVERCOME.

d. Funding Terms & Conditions were also seen as a problem by 44% of the
respondents. However, less than half of these respondents reported that the
problem(s) that had already occurred in this area had been OVERCOME.

e. Acceptable Use Policies were seen as a problem by 39% of the respondents.
However, only half of these respondents reported that the problem(s) that had
already occurred in this area had been OVERCOME.

f. Privacy and Data Protection was also seen as a problem by 39% of the
respondents. However, less than a quarter of these respondents reported that
the problem(s) that had already occurred in this area had been OVERCOME.

Software, Databases, and Network Mailing Systems legal problems

For the other three ICT resource areas covered by this BCE Practitioner Survey (i.e.
software, databases, and network mailing systems), the legal problem areas that figured
most prominently were (with the most problematic shown first, and so on):

a. Contractual restrictions limiting use to academic purposes

b. Their organisation’s awareness of licensing and other legal restrictions
c. State Aid Law/Other competition Law

d. Privacy and Data Protection

e. Intellectual Property Rights

f. Database Rights

With regard to these other three ICT resource areas, overall, the number of problems
OVERCOME, relative to the number of problems that had already occurred, was less
than a half.

Details of the comments received via the survey about the legal problems experienced in
all four ICT resource areas (i.e. software, databases, network mailing systems, and
network access) are contained in Appendix C.

In essence, the comments received support the quantitative findings shown above, with
licensing constraints, State Aid, privacy and data protection, and a general lack of
awareness of the associated legalities all being mentioned a lot by the survey
respondents.
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Policy, Organisational, Cultural, Strategic, & other non-legal problems

7.15 For the non-legal problems that were also covered by this BCE Practitioner Survey, full
details of the responses received are contained in Appendix C. Those issues that
figured most prominently are shown below:

7.16 Policy problem areas:

a.
b.

C.

State Aid policy is not fully understood, is difficult to apply, and is too restricting.

EU/Government Funding policies are difficult to understand and apply - it is very
difficult to determine eligibility for funding, and having verified eligibility, applying
for the funding is very bureaucratic.

There is a lack of internal policies within institutions relating to ‘digital content’.

7.17 Organisational problem areas:

a.

The Knowledge Transfer department is often isolated, both physically and
organisationally, from the rest of the institution.

Institutions’ internal support is not geared towards supporting business needs.

The size and complexity of institutions makes it difficult to get the maximum from
ICT-related opportunities for business development.

There is a lack of correlation between decision-making, authority, accountability
and action within institutions.

7.18 Cultural problem areas:

a.
b.

C.

Isolationism and protectionism exists within institutions

The ‘pecking order within institutions creates barriers — academics
uncomfortable with having to defer to ‘business/exploitation’ departments

ICT staff within institutions do not understand ‘business’

7.19 Strategic problem areas:

a.

b.

C.

BCE activities are regarded as very low priority with institutions, and not of
strategic importance.

Key stakeholders need to support BCE activities with institutions.

No one is finding out what the ‘customer’ needs!

7.20 Other non-legal problem areas:

a.

Participation by academics in BCE activities is not important for career
progression within institutions.

Academics happy to work with larger businesses but felt that SMEs had very little
or nothing to offer.
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Technology Transfer & Business Support (TT&BS) Survey
- summary of analysis

This TT&BS Survey attracted 56 responses; the detailed analysis of these responses is
contained in Appendix C.

The results of this TT&BS Survey followed virtually the same pattern as those of the
BCE Practitioner Survey with almost 87% of the respondents saying that they had had
legal problems, or anticipated having legal problems, in the area of Network Access, as
opposed to only about one-third, or less, of the respondents registering that they had
had legal problems, or anticipated having problems, in each of the other three survey
areas i.e. Software, Databases, and Network Mailing Systems. However, because the
very low number of responses received for the Network Access area, the statistical
significance of these results is questionable, although the qualitative evidence collected
from subsequent discussions suggests that these quantitative results are correct.

Network Access legal problems

A breakdown of where most of these Network Access legal problems had occurred, or
were expected to occur, and what the current problem resolution status is in each area,
is given below.

a. Funding Terms & Conditions were seen as a problem by 67% of the
respondents. However, ALL of these respondents reported that the problem(s)
that had already occurred in this area had been OVERCOME.

b. Acceptable Use Policies were seen as a problem by 33% of the respondents.
However, ALL of these respondents reported that the problem(s) that had
already occurred in this area had been OVERCOME.

c. State Aid/Other competition law was seen as a problem by 17% of the
respondents. However, NONE of these respondents reported that the problem(s)
that had already occurred in this area had been OVERCOME.

Software, Databases, and Network Mailing Systems legal problems

For the other three ICT resource areas covered by this TT&BS Survey (i.e. software,
databases, and network mainlining systems), the legal issues that figured most
prominently were (with the most problematic shown first, and so on):

a. Funding Terms & Conditions

b. State Aid Law/Other competition Law

c. Contractual restrictions limiting use to academic purposes

d. Intellectual Property Rights

e. Their organisation’s awareness of licensing and other legal restrictions

With regard to these other three ICT resource areas, overall, the number of problems
OVERCOME, relative to the total number of problems that had already occurred, was
well over a half.

Details of the comments received via the survey about the legal problems experienced in
all four ICT resource areas (i.e. software, databases, network mailing systems, and
network access) are contained in Appendix C.

In essence, the comments received support the quantitative findings shown above, in so
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far as the areas where the problem reporting rate is high but the problem resolution rate
is low are mentioned a lot by the survey respondents i.e. licensing constraints,
Intellectual Property Rights, State Aid, and a general lack of awareness of the
associated legalities.

Policy, Organisational, Cultural, Strategic, & other non-legal problems

For the non-legal problems covered by this TT&BS Survey, the legal issues that
figured most prominently were broadly the same as those that came out of the BCE
practitioner survey, but with the addition of:
Additional Policy problem areas:

a. EU competition regulations are difficult to understand and to apply.

b. There is an absence of a consistent Intellectual Property Rights policy.

c. Ignorance of Data Protection and Freedom of Information Acts by both business

and the institutions.

Additional Organisational problem areas:

a. There is a lack of focal points within SMEs, with the time and the knowledge to
liaise successfully with institutions on ICT matters.

Additional Cultural problem areas:
a. Businesses expect to get work done by institutions either very cheaply or for
nothing.
Additional Strategic problem areas:

a. There is a lack of strategic commitment by institutions to get involved with the
private sector.

b. SMEs are forever changing their business strategies.
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8. Key Findings from the Study

Key findings from the Literatu re Review

In order to frame the study a literature review was carried out as a desktop exercise.
This activity had three main effects on the outcome of the report:

a. It helped decide the study model that was adopted — in particular the decision to
take account of non-legal factors such as policy, organisation, culture, and
strategy. This was corroborated via the surveys.

b. It highlighted the trend for businesses to rely increasingly on external sources
of Innovation, provided by inter-organisational relationships, instead of relying
on their internal R&D.

c. It highlighted the vital role ICT plays in the world of Knowledge
Transfer/[Exchange and Innovation. This is partly a corollary of the connectivity
required for Innovation and partly an increased reliance on computing capacity
for product development and service delivery.

Non-legal Factors are Significant

BCE activities involve a not only a variety of activities, but also a range of stakeholders
and a mixture of disciplines. It is therefore necessary to identify and clearly map out the
main issues relating to BCE activities from an institutional, organisational and
operational perspective.

Addressing the legal issues in isolation is unlikely to be the most effective way to
removing the barriers to effective BCE.

External Sources of Innovation are Significant

Alongside the realisation that ICT offers the opportunity to create virtual communities for
promoting research collaboration and Innovation, there is also a growing recognition that
effective knowledge exchange is best achieved through developing collaborative
networks and Communities of Practice (CoPs)™? i.e. groups of people who share a
concern or a passion for something they do. CoPs allow practitioners to learn through
interaction with the members of their CoP and with the ultimate users of publicly-funded
knowledge, i.e. business and the community. Sociological theory suggests that CoPs
learn more if they interact regularly and share knowledge. The networking aspect of
CoPs is an obvious advantage for deal making and exploitation.

There is evidence to suggest that Innovation and performance — both at an individual
and organisational level — increase with increased individual connectivity, especially
where this connectivity spans discrete Innovation communities.

The Role of ICT is Significant

ICT has changed the way that research and KT is conducted and, consequently, the way
in which the Innovation process works. Many researchers have highlighted the

12} See AppendixEi iDef i ni ti ons & Acronymso for details
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importance of ICT in increasing the ability of organisations to work across geographic
and organisational boundaries (see reference! "' ). The knowledge-based economy is
often referred to as the Information Economy, because of information's role in wealth
creation.

Some commentators (see reference! ")) suggest that the Innovation process is changing
profoundly, with significant implications for managers and public policy-makers. Part of
this change results from the application of new technologies to the Innovation process
itself, resulting in a new category of technology - ‘innovation technology'. ICT
infrastructures, in particular those that support the Innovation process, are considered
very beneficial because they provide improved connectivity speed, and enhanced
processing power and speed, all of which result in significant technological advances.

Key findings from the Interviews, Surveys and Discussions

As can be seen from the results, there is a high degree of consistency between the
responses received from the BCE Practitioner Survey and those received from the
Technology Transfer & Business Support Survey, with ‘Network Access’ being the main
legal problem area highlighted in both surveys.

In relation to the use of publicly-funded ICT resources for BCE activities, both surveys
identified licensing constraints, funding terms and conditions, State aid, Acceptable Use
Policies, plus a lack of awareness of issues, as the main legal problem areas.

The Big Issue: the most serious issue identified in the Surveys is the use of publicly-
funded private networks, such as JANET, for BCE activities. This issue also relates to
the use of associated networks in regional hubs (for example those administered by Net
North West and similar organisations, which are both academic and commercial).
Concern over the resolution of this issue is compounded by a degree of nervousness, on
the part of some respondents, that by seeking assistance and advice on these matters,
BCE project teams would alert unsympathetic systems administrators to their BCE
activities and thereby the risk of encountering bureaucratic resistance would be
increased. Two ‘case studies’ (which prefer not to be referenced or quoted) threw up at
least one example of this lack of sympathy toward BCE activity which is, perhaps, the
result of a general lack of appreciation of the value of BCE activities. The same lack of
sympathy and appreciation was evident during discussions between systems
administration staff and the study team.

Network access: the most commonly cited legal problems relating to the use of
publicly-funded private networks were licensing constraints, State Aid, funding terms and
conditions, Acceptable Use Policies, privacy and data protection, plus a lack of
awareness of the issues. The biggest legal issue identified in this context in the Surveys
shifted from concern over licensing constraints, in the case of the BCE Practitioner
Survey, to concern over funding terms and conditions, in the case the Technology
Transfer & Business Support Survey.

Software: although not seen as so intractable as the network problems mentioned
above, the most commonly cited legal problems relating to the use of publicly-funded
software were licensing constraints, intellectual property rights, plus a lack of awareness
of the issues. The biggest software legal issue identified shifted from concern over
licensing constraints, in the case of the BCE Practitioner Survey, to concern over funding
terms and conditions, in the case the Technology Transfer & Business Support Survey.
These problems mainly relate to the commercial use of software that has been acquired
for academic purposes, the attempted commercialisation of open source software and

21



8.15

8.16

8.17

8.18

8.19

8.20

Final Report — 2" October 2007

funding terms that require software to be made available on an open source (rather than
a more traditional commercial licence) basis..

Databases: the most commonly cited legal problems relating to the use of publicly-
funded databases were privacy and data protection, database rights, licensing
constraints, plus a lack of awareness of the issues. The biggest database legal issue
identified shifted from concern over privacy and data protection, in the case of the BCE
Practitioner Survey, to concern over licensing constraints, in the case the Technology
Transfer & Business Support Survey. Most of the comments received from survey
respondents related to the use in connection with BCE activities of data resources that
have not been licensed to them for commercial use.

Network Mailing Systems: the most commonly cited legal problems relating to the use
of publicly-funded network mailing systems were privacy and data protection, Acceptable
Use Policies, Freedom of Information, State aid, plus a lack of awareness of the issues.
The biggest network mailing system legal issue identified shifted from concern over
privacy and data protection, in the case of the BCE Practitioner Survey, to concern over
funding terms and conditions, in the case the Technology Transfer & Business Support
Survey. Many of the survey respondents questioned whether they could use institutional
e-mail systems for BCE activities.

Policy, Organisational, Cultural, Strategic, and Other non-legal problems:

There was a recurring view that EU/Government policies, in relation to competition or
state aid, are not fully understood either by the institutions themselves or by the
businesses they engage with. This may simply reflect the fact that these policies are, in
practice, difficult to apply and do present certain conundrums for institutions engaged in
BCE, in addition, they are possibly too restrictive for BCE activity. This may account for
the impression, therefore, that there is often a lack of clear internal institutional guidance
on these matters.

Some respondents suggested that knowledge transfer departments and offices are still
often isolated, both physically and organisationally, from the rest of the institution, and
that the internal support within these institutions is not geared toward supporting them or
the needs of the businesses they engage with!*®. This appeared to be felt most acutely
in relation to consultation about ICT strategy and support. Indeed, some respondents
even suggested that in this respect there appeared to be a certain amount of
capriciousness in local decision-making with regard to what was permissible in relation
to the use of ICT infrastructure for BCE activities.

Some respondents still felt that BCE activities are regarded as very low priority within
many institutions, and are considered not to be of any great strategic importance. As
consequence, there is a lack of strategic commitment by institutions to get involved with
the private sector, particularly SMEs. This lack of strategic commitment is often
compounded by the fact that many businesses expect work to be done by these same
institutions either very cheaply or for nothing. Obviously, this lack of strategic
commitment creates other problems for BCE practitioners, for example when BCE
practitioners need to draw on ICT resource from departments outside their
organisational influence it is often made more difficult for them than for their peers who
are involved in non-BCE activities.

What is also evident is that little effort has been made to find out directly from SMEs

13} HEFCE is currently engaging consultants to assess the impact of HEIF on the embedding of BCE as a
core activity. This may provide important feedback on the reality of this perception.
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precisely what sort of digital assets and resources institutions have that would be of
most value to them. In order to determine where the priority lies for policy development,
in relation to what are acceptable terms of use and access to publicly funded digital
assets, it would be helpful to more accurately assess exactly what it is that would most
benefit SMEs and other private sector and community sector bodies. However, this will
probably need to be done on a sector specific basis and is most likely an area where
further study needs to be encouraged.

23



9.1

9.2

9.3

9.4

9.5

9.6

Final Report — 2" October 2007

9. Summary and Conclusions

Forward Planning

Although the number of detailed replies to the survey is low, the problems and concerns
mentioned will be familiar to many academic researchers and administrators and
experience tells us that, although in some cases there may be only one response that
mentions the problem, the problem is not a one-off instance.

One of the keys to successful BCE activity is forward planning and anticipating the way
in which resources, be they software, databases, email or network access may be used
in connection with those activities. It may be difficult to predict the future with certainty,
but it is important that institutions consider the likely scenarios and, where possible, plan
for them. Some of the problems mentioned by respondents could easily have been
anticipated. It was a lack of forward planning that meant they became problems.

Software and Databases

Much software and some databases are bought in (or acquired free of charge) under
academic licences without much thought as to how they are actually going to be used. In
some cases use of software may be restricted to academic teaching or research
purposes without any proper understanding of what that means. In other cases specific
terms of software licences, for instance that the use of the software may not be shared
with parties outside the institution, are ignored and the software is used by all
participants in a research project or made available to users at other institutions, in the
business or in the wider community.

Not only is that a breach of contract, it is an infringement of intellectual property rights,
the financial and reputational consequences of which may be serious. It is a
misappropriation of the effort and ingenuity or intellectual capital of the people who
developed the software/database and who are legitimately exploiting the fruits of their
labour.

It is not just the commercial sector that grants licences restricted to academic use. Many
academic institutions will release software to other institutions on the basis that it is to be
used for academic purposes only. Most academic sector licensors will also prohibit the
sharing or sublicensing of the software. The reason for this is obvious; the academic
licensor (just like the commercial licensor) wants to protect its right to generate revenues
from the commercial exploitation of that software or data.

The CHEST"" code of Conduct for the use of Computer Software or Datasets
(www.eduserv.org.uk/chest/conduct) states that: ‘Unless advised to the contrary it is to
be assumed that Product is subject to Copyright Law and is provided for ‘Educational
Use.” Educational use includes teaching, research, personal educational development,
administration and development work associated with any of the above, but use for
consultancy or services leading to commercial exploitation of the Product and work of
direct benefit to employers or students and industrial placement or part time courses
paid for by an employer are specifically excluded. If an institution wishes to depart from

(1Y See AppendixEi iDef i ni ti ons & Acronymso for details
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these rules it must negotiate with the licensor.

The ownership of software and databases and the rights to use and exploit software and
databases created in the context of BCE activities should not be a problem if the issue is
anticipated and proper arrangements put in place sooner rather than later. A failure to
negotiate agreements with collaborators and others leads to subsequent problems that
could have been avoided. The reasons they are not dealt with may be a lack of
awareness of intellectual property law, a lack of time or resource, or sometimes a lack of
inclination to tackle the issues at the outset of the project or relationship.

JISC’s Generic Terms and Conditions of Grant state that the ownership of intellectual
property rights created during the period of the project funding will be indicated in the
funding circular/ITT and in the letter of grant, suggesting that the creator of the
intellectual property may not be the owner, as is usual with EU and Research Council
funded projects. A common stance on ownership would benefit BCE and other
activities.

The ease of downloading software over the internet makes it easy for academics to
incorporate third party open source software in projects, but that software will usually
come without any warranties as to its quality or its provenance. That may be a problem if
the institution then wants to commercialise software that has been developed on the
back of the open source software. When the institution wants to commercialise it will
often find that customers expect warranties as to the quality of the software (or at least a
commitment to supply fixes and patches) and indemnities against the infringement of
third party intellectual property rights. If the institution gives those warranties or
commitments it is doing so with little hope of recourse against the source from which it
obtained the software, but its refusal to give them may well hamper its ability to
commercialise.

The most common form of open source software is the OSI GNU General Public
Licence. Much software downloaded by academics will be subject to the terms and
conditions of that licence without any real awareness of the restrictions it imposes on the
commercialisation of software developed using the GPL software. In broad terms the
institution may not charge a licence fee for that software.

The academic impulse to publish leads academics to favour releasing software under
open source licences with no appreciation of how that might jeopardise the
commercialisation of that software if the institution is seeking to generate revenues from
software licensing.

The use of open source licensing is encouraged by JISC’s policy on open source:

6Copyright of software, document ati on,
source code must be released under an OSl-approved open source licence, unless the
bid explicitly argues why this should not be the case and proposes an alternative
' icence. 0

This makes it easier for grant holders to go down the open source route and acts as a
disincentive for them to investigate the implications of that route for their future
exploitation plans. It provides and ‘easy option’ for those who do not understand, and
who possibly are not interested in understanding, the implications of some open source
licences.
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9.14 It also militates against the imperative imposed on institutions to use their resources to
generate revenues. Institutions are encouraged to exploit their patentable inventions
commercially, but the tacit assumption is that software will be made available to
everyone free of charge. Why should software that is capable of commercial exploitation
be treated any differently from any other form of IP?

9.15 Insisting that software is released on an open source basis will ensure that software that
may not otherwise be released can be used, but that should be the preferred route only
where there are no plans to license the software commercially and often institutions will
not be in a position to judge the potential for successful commercial exploitation until that
product has been developed.

9.16 JISC'’s policy also states that:

6Softwar e mase e lidensed and\ypublicly available, for any use and at no
financial cost, throughout UK higher and further

9.17 This acts as a restraint on commercial exploitation by the institution that created the
software because other institutions are free to use it ‘for any use’. They may, for
example commercialise it themselves or license others to do so. That means that the
original institution is not able to grant any exclusive licence to any commercial partner,
but that is what many commercial partners want if they are to invest in further
development and marketing to commercialise the product.

9.18 Institutions should also consider whether the quality of the software is sufficient for the
institution to release the software on any basis. Insistence on the open source release of
bug-ridden software may result in liability for the institution no matter what disclaimers
and exclusions appear in the form of licence. Institutions should be in a position to
decide whether or not to risk taking on that potential liability rather than being obliged at
the outset to release the software under an open source licence or otherwise.

Network Mailing and Network Access

9.19 A primary concern was when institutions’ systems and JANET might be used for
commercial purposes and when businesses might have access to them.

9.20 A common misconception reported by UKERNA is that who may use JANET and for
what purposes is governed by the JANET Acceptable Use Policy. It isn’t; instead users
should be consulting the JANET Connection Policy. That policy does not restrict the use
that may be made of the JANET network; instead of talking about academic or
commercial use (the terminology most used by respondents), it lists the type of
organisation that is eligible for connection for connection to JANET. All HEIs and FEls
are eligible, as are Research Council establishments. Other organisations may only be
connected if:

a) they have JISC’s permission (given through JANET (UK) applying the criteria in
the Annex to the Connection Policy) for a primary connection;

b) a host institution provides a sponsored connection and that is consistent with the
criteria in the Annex to the Connection Policy; or
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c) the host institution provides a proxy connection, i.e. the other organisation gains
access through application software running on the equipment of the institution
with the primary connection.

Under c) above there is no requirement to meet any of the criteria in the Annex to the
JANET Connection Policy; institutions with a primary connection may provide a proxy
connection to anyone and for any purpose.

Therefore, in some cases, the fact that some companies are not allowed a connection
must be due to either the institution’s failure to understand the JANET Connection Policy
or reluctance on the part of the institution (or perhaps its ICT department) to provide
proxy connections. This may be related to the concerns expressed by some
respondents to the effect that institutions are worried about encountering problems if
they allow access to outsiders, ICT staff do not understand the institution’s activities,
protectionism on the part of ICT staff, and internal support is not flexible enough to
support business needs.

The criteria in the Annex to the Connection Policy allow connection for organisations that
can be broadly described as being not for profit and involved in education in some way:
organisations funded by the higher education or further education funding bodies or the
research councils, educational organisations, public libraries, not for profit museums,
galleries and archives, organisations that promote learning and are sponsored by an
HEI, FEI or Research Council, local and other public authorities engaged in lifelong
learning or where their use of JANET is for the benefit of the local community, NHS
organisations that require education services, and not for profit professional bodies.

That is consistent with JANET’s mission to provide network infrastructure for the UK
higher education, further education and research council communities and the fact that
JANET (through JISC) is funded by the Higher Education Funding Councils, the
Department for Education, Culture and Welsh Language and the Department of
Employment and Learning Northern Ireland. Neither their purpose nor JANET’s purpose
is to fund or provide infrastructure to businesses or the wider community, and to do so
on any wide-scale basis is likely to involve the sort of State aid issues encountered by
the BBC. Please see the section headed ‘State aids’ (sections 9.40-9.52) for details of
this.

However, the Annex to the Connection Policy does allow businesses on science parks,
in innovation centres and incubator units and spin out companies ‘wishing to
collaborate with the JANET community on research, learning or teaching or
wishing to receive learning, research or development services from members of
the JANET community’ to be connected, and institutions may provide a sponsored
connection to partners ‘allied to education or research and collaborating on
teaching, learning, research or development’.

The answer to the question whether a business or an incubator company may have use
JANET is therefore:

Yes, if:

a) the institution provides a proxy connection; or
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b) the company is in an incubator unit, on a science park or is a spin out and wishes
to collaborate on research, learning or teaching (either with JISC’s permission
or through a sponsored connection); or

c) the company is a partner allied to education or research or it is collaborating on
teaching, learning, research and development and the institution provides a
sponsored connection.

Although all this can be ascertained from the Connection Policy, the fact that there is
uncertainty means that people are either unaware of the Policy, are having difficulty in
applying it to their particular circumstances or that institutions (or possibly their ICT
departments) do not want to provide proxy or sponsored connections.

UKERNA (who as JANET (UK) apply the principles in the Annex when approached for
permission for a connection) reported that they received many queries about who could
and could not use JANET; that institutions were often unclear about why a company
needed to connect to JANET, rather than using the services of the many private sector
internet service providers; and that it was not always easy to see any collaborative
aspect to the relationship between an institution and a company wanting to be
connected to JANET.

The question of access is usually raised with UKERNA by ICT departments who, given
the sort of comment made in response to the surveys, may not understand the purpose
of the connection.

It may, however, be the JANET Acceptable Use Policy that causes some of the
confusion. That prohibits the provision of access to JANET for third parties without the
agreement of JANET (UK). On the face of it that is inconsistent with the Connection
Policy that allows institutions to provide sponsored or proxy connections (without
permission from JISC/JANET (UK)).

The Acceptable Use Policy allows JANET users to extend access to others on a limited
basis, provided no charge is made. This presents problems for visitors to the institution
who are paying a charge indirectly, for instance through conference fees, and it is
difficult for institutions to interpret what is meant by a ‘limited basis’.

Were an institution to allow access to a business free of charge under this part of the
Acceptable Use Policy, it would be providing a benefit at less than a commercial rate
and one that ultimately derived from a public source. In other words it would be providing
a State aid.

Institutions are encouraged by JANET to have their own acceptable use policies. The
JANET Support Manual states: ‘A key concept of the [JANET] AUP is that activities,
other than those that are detailed below [i.e. unlawful acts such as the infringement of
copyright, hacking etc.], are permissible when they are in accordance with the aims and
policies of the organisation concerned. An organisation may therefore make its own
policy regarding recreational use of JANET by its staff and students, or regarding the
use of JANET by departments engaged on external contracts, or by staff engaged
upon authorised private consultancy work’. If therefore it is unclear whether
institution’s email and network services can be used for consultancy that is the fault of
the institution and not of JANET (UK)/UKERNA.
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Most institutions’ Acceptable Use Policies (like the JANET AUP) concentrate on
preventing users using the facilities for unlawful purposes. Most restrict the purpose for
which the institution’s facilities may be used in a line or two and in some cases it is the
institution’s policy that causes the confusion or is a disincentive to BCE activities.

For instance Oxford Brookes’ Regulations for the use of IT Facilities state: “You must
use the IT facilities only for academic, research and administrative purposes together
with limited personal use.” This appears to rule out many BCE activities. Oxford
University’s Regulations Relating to the Use of Information Technology Facilities state:
‘The University provides computer facilities and access to its computer networks only for
purposes directly connected with the work of the University and the colleges and
with the normal academic activities of their members. Individuals have no right to use
university facilities for any other purpose.’.

Others, such as York Local’s Acceptable Use Policy, allow the university’s network to be
used for ‘any legal activity that is in furtherance of the purpose, aims and policies
of the university"®

The JANET Support Manual lists suggested headings for formulating an Acceptable Use
Policy, but does not mention the purposes for which institutional facilities may be used.
The Manual refers institutions to two examples of Acceptable Use Policies. These are
AbMAN, the collection of networking and facilities supporting the requirements of HE,
FE, the research community and commercial organisations in and around Aberdeen
(www.abman.net.uk/acceptableuse) and the Universities and Colleges Information
Systems Association (UCIA) who publish Model Regulations for the Use of Institutional
IT Facilties and Systems which are available via their website
(www.ucisa.ac.uk/resources/docs/library/modelreg). The AbMAN AUP is totally silent on
the purposes for which the facilities may be used. UCISA propose the following wording:
Jhe <i nst it UT.ifaoilitiéssmust be used for the purposes and in the way
t hey wer e i nt en dTdidgivesaisets eo ides of whether they may or may
not use the institution’s facilities for consultancy or other BCE purposes.

A concern raised by UKERNA is that it is a private network operator and not geared up
to act as a public network operator with all that would entail in terms of the interception
of messages and the filtering of content. Were access to JANET to be widened to the
extent that UKERNA became a public network operator it would need more resources
and it would become subject to regulation by Ofcom.

State Aid

This is a difficult issue for public bodies who are frequently involved in assessing
potential state aid scenarios on an almost daily basis. For many academic institutions it
is a closed book and few recognise a State aid issue when it arises.

Any aid granted by a Member State of the European Union or through state resources in
any form that distorts or threatens to distort competition by favouring certain
undertakings or the production of certain goods is, in so far as it affects trade between
Member States, incompatible with the Common Market (Article 87(1) of the EC Treaty)
and therefore unlawful, unless that aid comes within one of the very limited block
exemptions or it is notified to, and approved by, the European Commission.

State Aid can take many forms — financial assistance such as cash injections, grants for
R&D, consultancy advice and support to companies, equity investment, (as in a seed
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fund), loans, guarantees, writing off operational losses, the sale of property at a
discounted rate, infrastructure projects benefiting identifiable organisations or
companies, help with premises or training and urban regeneration may all be forms of
State aid.

BCE activities, such as the licensing of IP, spinning out a company, operating a science
park, and providing research, consultancy and other services, are examples of academic
institutions acting in the same way as commercial undertakings, but the institution has
an ‘unfair’ advantage over the true commercial undertaking in that ultimately the state
funds its activities. As BCE activities increase the potential for breaches of the State aid
rules increases. Institutions are being encouraged to act commercially and to generate
revenues, but this is incompatible with the basic premise of Article 87 prohibiting state
aid.

Unlike problems surrounding intellectual property and contractual restrictions this is not
something that is easily solved with foresight and sufficient resources, but it is a
fundamental legal stumbling block for many BCE activities.

Academic institutions are not alone in finding this a problem. In March 2007 the BBC
suspended its Jam Service, a free online educational service, licensed by the Secretary
of State, designed to help 5 to 16 year olds learning for the National Curriculum.
Promoting education and learning is one of the BBC's six Public Purposes and a core
part of its public service remit, but private educational publishers complained about the
Jam Service to the European Commission citing Article 87(1) and, after discussions with
the Commission, the BBC suspended the service.

Institutions may themselves be in receipt of State aid and their BCE activities may result
in others, such as spin out companies and others to whom they license intellectual
property at less than a commercial rate and companies on science parks being allowed
access to facilities at a less than commercial rate, receiving state aid from government
sources through the institution.

The consequences of unlawful State aid are serious. The European Commission may
order the payment of aid to be suspended pending investigation. If the Commission then
finds that the aid was not eligible for exemption, it orders the Member State to recover
the aid. Not only does the recipient have to repay the aid, it also has to pay interest.

An unhappy competitor can sue for damages in the national courts, and those courts
have the ability to order repayment of the aid. The national courts may refer the matter
to the European Court and in the meantime payment of the aid may be suspended.

Recipients of State Aid have a duty of care before receiving aid to ensure that it is
granted lawfully.

Normally the Commission finds out about the aid through complaints made by third
parties (e.g. people complaining about a waste of taxpayers' money, competitors
complaining about aid being given to their rivals) or the press.

JISC’s Generic Terms and Conditions of Grant impose a condition to the effect that the
institution and its partners must comply with any UK or EU legislation and state that JISC
will endeavour to inform the lead institution of relevant legislation and supply guidance.
Advice and guidance are available from the JISC Legal Information Service, but a
Google search against ‘JISC’ and ‘state aid’ reveals no guidance or anything from JISC
on that topic.
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The European Commission is in the process of revising the current block exemptions
and a new General Block Exemption is expected to come into force in the summer of
2008. That will provide an opportunity for academic institutions to familiarise themselves
with the new state aid rules.

Data Protection

This issue loomed large in the areas of databases and network mailing systems. The
problems encountered on this front in connection with BCE activities are no different
from the problems that institutions encounter in connection with their more traditional
activities or that businesses encounter. The fact that there are problems in relation to
BCE activities is likely to mean that institutions are still having problems complying with
the Data Protection Act 1998 in a wider context than BCE.

One particular problem encountered by institutions is that they regularly collect personal
data and create databases jointly with their collaborators and share access to personal
data with their collaborators. Not only do they need to address the ownership of the
database and who has the rights or licence to extract and re-use data so as not to
infringe database rights, they need to be aware of their duties as data controllers under
the Data Protection Act.

The seventh Data Protection Principle requires a data controller who engages a third
party (a data processor) to process personal data to have a written agreement with that
data processor, and the principle sets out the sort of provision that must be included in
that written agreement to protect the personal data. Institutions should be putting this
sort of agreement in place or, where there are several data controllers who wish to share
personal data, they should be putting data sharing agreements or protocols in place.
This latter sort of agreement or protocol is becoming common place in the public sector.
(See www.foi.gov/sharing.)

JISC Legal has already provided guidance through its paper ‘Data Sharing in FE and HE
Administration’ (www.jisclegal.ac.uk/publications/datasharing.htm) and the Information
Commissioner has just (August 2007) published a consultation document on a
Framework Code of Practice for Sharing Personal Information
(www.ico.gov.uk/dataprotection/practical
application/ico.information_sharing_framework-draft_1008.pdf).

As institutions are often engaged in collaborations with overseas institutions and
companies they need to be aware of and take steps to comply with the restriction in the
eighth Data Protection Principle about the transfer of personal data to countries outside
the European Economic Area that do not have adequate protection for the rights of data
subjects. Those counties with inadequate protection include countries such as the USA,
China and India. In those cases the institution can ensure adequate protection by putting
an agreement in place governing the use of the personal data transferred. The
European Commission has produced model forms of agreement for this purpose, but
they are rarely used.

The replies to the survey indicate that institutions are not aware of, or do not think to
use, the wealth of advice on the Data Protection Act, the Privacy Regulations (regulating
amongst other things marketing emails) and the Freedom of Information Act that
appears on the Information Commissioner’s Office website (www.ico.gov.uk) or advice
from JISC Legal.
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A proper understanding of the issues that arise when collecting and using personal data
and the responsibilities of data controllers (such as, where necessary obtaining the
permission or consent of the data subject, and giving data subjects the required
information under the Fair Processing Code) would enable institutions to anticipate the
issues that are likely to arise during and after the end of a project (such as who is
responsible for maintaining the data and keeping it accurate and up to date, who may
have access to it and who is responsible for its secure destruction after it has ceased to
be used for the purpose for which it was collected) and to take appropriate steps at the
outset so as to avoid problems later.

All institutions should have an internal information officer to whom academic technology
transfer staff can direct questions, but only if they are aware of the questions that they
need to ask.

Policy, Organisational, Cultural, Strategic and other non-legal issues

Respondents were more ‘vocal’ in responding to these parts of the Survey than others,
sometimes revealing strong feelings.

Resolving some of the ‘Policy, Organisational, Cultural, Strategic and other non-legal’
issues would help resolve many of the issues and problems mentioned under the
headings ‘Software’ ‘Databases’ ‘Network Mailing Systems’ and ‘Network Access’.
Strong leadership, a commitment to and recognition of the strategic importance of BCE
activities by funders and throughout institutions, better liaison and communication and
better rewards and motivators for successful BCE activities would help remove some of
the stumbling blocks.
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10. Guidelines and Recommendations

The aims of the Study include formulating definitive guidelines for HEIs and FEIs on the
rights and restrictions they have on the use of publicly-funded ICT resources, services,
infrastructure and intellectual property in their BCE mission and to provide
recommendations to JISC Legal, JISC and the education and research sector on any
amendments that need to be made to existing Acceptable Use Policies or IPR Policies to
ensure that full exploitation of such resources, services, infrastructure and intellectual
property can be achieved while protecting the legitimate rights of institutions and
individuals.

Given that the restrictions and rights will vary from example to example it is impossible to
provide definitive guidelines as to what rights and restrictions apply in any particular
circumstances. Below we provide guidance and recommendations on the steps that
should be taken to ensure that institutions and individuals can recognise which
restrictions apply in any given circumstance and that appropriate action is taken to
ensure that the BCE mission can be fulfilled.

Restrictions on Use
The restrictions imposed on the use of publicly-funded ICT resources, services,

infrastructure and intellectual property will vary according to:

a) the terms of any funding (which may typically impose conditions regarding
dissemination and exploitation or may limit use to academic or educational
purposes);

b) the terms and conditions imposed by any licensor (which again may limit use to
academic purposes, or restrict the sharing of software, databases or facilities);

c) the terms imposed by any service provider (which may restrict the type of
organisation that may use the service or restrict its use to academic purposes);

d) the terms imposed by the institution itself (for instance in acceptable use and IP
policies); and

e) the law that applies to the activities undertaken (for instance copyright law, data
protection, computer misuse, defamation, and state aids).

The rights that institutions have are the reverse side of the coin in the sense that

institutions and their staff may do whatever is not unlawful and what is not prohibited by
the terms and conditions of any funding, licence, contract or internal policy or regulation.
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Legal Restrictions

The starting point must always be the question of whether or not what is proposed is
lawful. For instance:

i)  Will a benefit be conferred on an undertaking in breach of Article 87(1) of the EC
Treaty (the State aid rules)?

i) Will the collection and use of personal data be in accordance with the Data
Protection Act 1998 and the Privacy and Electronic Communications (EC
Directive) Regulations 2003 (prohibiting unsolicited emails)?

i) Will the copying, dissemination or modification/development of software or the
extraction and re-use of data be an infringement of copyright or database rights?

Educating those involved in BCE activities is crucial if they are to be able to recognise
problems and, importantly, deal with the next step. That next step is to do what needs to
be done (where possible) to ensure compliance with the law. That may be, in the
instances mentioned above:

i) making sure that the benefit conferred comes within the terms of a block
exemption or notifying the European Commission and making sure that the aid
comes within the Community Framework on Research and Development and
Innovation or the Risk Capital Guidelines;

i) putting in place the measures and taking the steps necessary to comply with the
eight Data Protection Principles and the Privacy Regulations; and

iii) obtaining a licence from the owner of the copyright or the database rights that
allows the software or database to be used in the way necessary to achieve the
institution’s purposes.

Institutions should make use of guidance on legal matters from JISC Legal, on state aid
from the Department for Business, Enterprise and Regulatory Reform, and the European
Commission website, and on Data Protection and Privacy from the Information
Commissioner’s office. All these are free and much is available online.

We recommend that JISC publicises its advice on data protection and on data sharing.

We recommend that JISC promotes more widely the advice and assistance that JISC
Legal is able to provide, and that JISC Legal provides or the JISC funds others to
provide training for BCE practitioners on the application of legal principles to their
activities.

We recommend that JISC promotes more widely the assistance that is already available,
such as the Lambert Toolkit and the guidance and courses offered by AURIL CPD and
PRAXIS.

We recommend that JISC Legal prepares guidance and advice on State aid that is
specific to academic institutions and their BCE activities.
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Internal Policies and Relations

Institutions should look at their own policies and regulations and revise them to ensure
that they are consistent with the BCE aims and objectives of the institution. Many
Acceptable Use Policies or their equivalent concentrate on prohibiting unlawful use of
facilities and will have originally been devised before BCE activities became important.
Recently revised policies may not take BCE activities into account because they have
been formulated by departments that have little understanding of the institution’s BCE
activities. In addition to institution-wide policies, different departments may have their
own policies and these should also be reviewed to ensure consistency.

We recommend that JISC (through UKERNA) promotes a model Acceptable Use Policy
that takes account of BCE activities and promotes that policy to institutions.

Institutions should also consider their policies (or formulate policies) for proxy or
sponsored connections to JANET and make sure that staff engaged in BCE activities are
aware of those policies.

We recommend that JISC (through UKERNA) assists with the development of that sort
of policy to ensure that it is compatible with the JANET Connection Policy. At the same
time, publicity should be given to the JANET Connection Policy so that BCE practitioners
(and not just ICT departments) are aware of it and understand its implications for their
activities

Those involved in BCE activities need to plan ahead and anticipate how they and their
partners or collaborators may want to use resources, services, infrastructure and
intellectual property and be clear about their ultimate objectives or possible objectives,
for instance whether or not the institution will want to use software or data in a way that
the normal academic or educational licence prohibits or in a way that an open source
licence prohibits.

Institutions should put in place mechanisms and policies that encourage academics, ICT
departments and Technology Transfer Offices to liaise with and inform each other. This
liaison and understanding needs to be promoted and encouraged at a high level within
institutions.

We recommend that institutions develop policies that reward individuals involved in
successful BCE activities and that JISC encourages institutions to have those policies.

Acquiring Software, Databases and Services
When software or data or network services are acquired consideration needs to be given
to whether the terms and conditions will allow the institution to achieve its BCE
objectives or whether it needs to:

a) negotiate less restrictive terms;

b) acquire similar software/data/services from a different source;

c) acquire a different sort of licence (e.g. commercial use) or permission/approval
from the service provider; or
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d) develop functionality or compile data itself instead of licensing them in.

If software and databases are bought-in by departments that have little understanding of
the proposed use or objectives, assuming that ‘as usual’ an academic licence or CHEST
standard terms will be fine, that will lead to complications later. If ICT departments have
little understanding of the needs of a BCE project or why a connection to JANET is
needed, they will not be able to liaise with UKERNA effectively. ICT and
purchasing/procurement departments need to liaise with BCE practitioners and to
understand the BCE agenda.

Departing from the traditional academic licences will usually involve more costs and this
should be included in the project budget/application for funding.

Institutions should carry out a risk assessment when contemplating distributing software
or data, taking into account whether software and data that have been acquired from
another source come with sufficient warranties and a commitment to provide corrections
so that the risks to the institution are minimised if, for instance:

a) a third party claims that it owns the intellectual property rights and that the
institutions’ use/dissemination of the software/data infringes those rights; or

b) the institution’'s ‘customers’ threaten or take legal proceedings against the
institution.

The results of that assessment should inform the institution’s decision as to whether that
software or data is suitable for the institution’s purposes. For instance, it may decide to
acquire commercial software that comes with warranties rather than use existing open
source software that, usually, comes ‘as is’.

We recommend that JISC promotes more widely the assistance that OSS Watch®® can
provide — details of this assistance can be found at: http://www.oss-watch.ac.uk/

Agreements with Partners and Collaborators

When working with others (whether in the academic sector, business or the community),
institutions should always have an agreement that clearly sets out the ownership of
intellectual property and rights to use it (both background and results).

When negotiating that agreement institutions should consider what rights they might
need in future, for instance the right to copy and modify and develop, the right to publish
and disseminate, the means or method of publication, the right to sublicense or share
the use of software and databases, whether the rights are personal and non-transferable
or whether they can be assigned, and make sure the agreement clearly sets out these
rights.

Institutions should negotiate the terms of that agreement as early as possible and
certainly before any potentially intellectual property is created. As soon as something
valuable is created the stakes are raised and it is more difficult to reach agreement.

Institutions should save time and effort negotiating agreements by making use of

% see Appendix E — “Definitions & Acronyms” for details and URL
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sources of information and advice that already exist, for instance, the Lambert Toolkit
(www.innovation.gov.uk/lambertagreements), the form of JISC consortium agreement
(www.jisc.ac.uk/uploaded documents/Consortium Template v2 May 05.doc) and the
forms of consortium agreement that have been created for European Framework 7
(FP7)*®  projects, for instance the DESCA  Consortium  Agreement
(www.earto.org/DESCA/Versionl/Intro.htm).

When a project generates software and revenues are likely to be generated from related
services such as implementation, customisation, maintenance and support that the
institution is not best placed to provide on a sustainable basis, consider finding a partner
in the commercial sector who can provide this sort of service to the user base.

Funding Terms

Institutions should consider the compatibility of funding terms and, where possible,
negotiate so that inconsistencies (such as conflicting ownership and use/access rights)
are eliminated.

We recommend that JISC revisits its open source policy; some institutions will not be
able to suggest an alternative form of licence until they have entered into negotiations to
exploit software.

We recommend that JISC’s terms on the ownership of IP are clarified and that JISC
encourages a common approach to IP ownership and exploitation through the Funders’
Forum.

{15 See AppendixEi iDef i ni ti ons & Acronymso for details
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Appendix A:

Representatives involved in the interviews and discussions

A.1  The individuals profiled below represented their respective organisations in the
interviews and discussions that took place as part of this Study:

Dr James Mooney - the MD of Render Nation, a web services start-up which
came out of the University of Liverpool. James was also the contact point with
Net North West in relation the development of suitable service level agreements
for other proposed new ventures, one of which encountered problems in agreeing
the necessary rights of use across the commercial networks run NNW. Hence,
James should be able to afford a practical and informed view on potential
problems from organisational, legal and technical perspectives.

Tim Marshall - the CEO of UKERNA, plus a number of his colleagues.
Dr Philip Graham - the Executive Director of AURIL.
Simon Whittemore - the first line of contact at the JISC Executive for BCE work.

Gillian McFadzean - the Chairman of Proton Europe Board and ex-Chairman of
AURIL. Gillian is the Director of the Research Office based at Heriot-Watt
University and also has links with Scottish Enterprise. She has responsibility for
HE institutional Research & Innovation, Funding Intelligence, and Business
Development departments.

lan Carter - Chairman of the Association of Research Managers and
Administrators (ARMA) and Director of Research at the University of Liverpool.

Richard Riley - based at UCE and manages the centre for Knowledge
Exchange. He is a member of the Institute of Knowledge Transfer (IKT) board,
and also a member of its ICT sub-committee.

Mark Thompson - a member of the Universities Company Association (UNICO)
board based at University of Manchester Intellectual Property Ltd (UMIP). He has
an interest in using Internet applications to promote knowledge transfer.

Linda Baines - Head of Commercial Development at the Science and
Technology Facilities Council (STFC).
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Appendix B: BCE Practitioner Survey Questionnaire

Section 1: About you and your organisation
This section, Section 1, is about you, the organisation you work for, and the Business
and Community Engagement (BCE) activities you are mainly involved with.

1. Your Name (optional)

2. Your Job Title (optional)

3. Name of the organisation you work for (optional)

* 4. What type of organisation is it?
(Tick the one that most closely matches your organisation)

Academic Institution(HEI)
Academic Institution(FEI)
Private sector organisation
Public sector organisation
Other (please specify)

* 5. With which types of BCE activity are you mainly involved?
(Tick all that apply)

Technology transfer

Business start-up/incubation
Product development
Work-based learning

CPD for external employees
Science/research communication
Public/community engagement
Cultural activities

Student placements/volunteering
Foundation degree

Lifelong learning
Consultancy/Business Support
Other (please specify)
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Section 2: SOFTWARE - any legal problems?

This section, Section 2, is about any legal problems that you may have already
encountered, or that you foresee in the future, with using publicly-funded SOFTWARE to
help you carry out your BCE activities.

s 6. Have you already encountered, or do you foresee in the future, any legal problems
associated with the use of publicly-funded SOFTWARE to help you carry out your BCE
activities?

YES
NO

Section 2: SOFTWARE - what are these legal problems?
Now, could you please help us by identifying these ICT SOFTWARE legal problems
associated with your BCE activities.....Thanks

s 7. For each BCE related, SOFTWARE legal problem you have encountered, or you foresee,
please indicate in which legal area it lies and what the current status of the problem is - either
OVERCOME, NOT OVERCOME, or FORESEEN (Tick appropriate box)

Problem Problem NOT Problem
OVERCOME OVERCOME FORESEEN

Funding terms and conditions

State Aid Law

Other Competition Law

Patents

Copyright

Intellectual property rights

Joint ownership of intellectual property

Contractual restrictions on use for
academic purposes

Your organisation's awareness of the
associated licensing restrictions and
other legal restrictions

Other (please specify)

8. We would greatly appreciate it if you could give us some brief details about each of the
SOFTWARE legal problems you identified above, such as exactly what it was, how it was
overcome, or why it couldn't be overcome, etc
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Section 3: DATABASES - any legal problems?

This section, Section 3, is about any legal problems that you may have already
encountered, or that you foresee in the future, with using publicly-funded DATABASES
(such as UK Data Archive) to help you carry out your BCE activities

# 9. Have you already encountered, or do you foresee in the future, any legal problems
associated with the use of publicly-funded DATABASES to help you carry out your BCE
activities?

YES
NO

Section 3: DATABASES - what are these legal problems?
Now, could you please help us by identifying these DATABASE legal problems
associated with your BCE activities.....Thanks

* 10. For each BCE related DATABASE legal problem you have encountered, or you foresee,
please indicate in which legal area it lies and what the current status of the problem is - either
OVERCOME, NOT OVERCOME, or FORESEEN (Tick appropriate box)

Problem Problem NOT Problem
OVERCOME OVERCOME FORESEEN

Funding terms and conditions

State Aid Law

Other Competition Law

Copyright

Database rights

Intellectual property rights

Joint ownership of intellectual property

Contractual restrictions on use for
academic purposes

Privacy and Data Protection

Your organisation's awareness of the
associated licensing restrictions and
other legal restrictions

Other (please specify)

11. We would greatly appreciate it if you could give us some brief details about each of the
DATABASE legal problems you identified above, such as exactly what it was, how it was
overcome, or why it couldn't be overcome, etc

Section 4: NETWORK MAILING SYSTEMS - any legal problems?

This section, Section 4, is about any legal problems that you may have already
encountered, or that you foresee in the future, with using publicly-funded NETWORK
MAILING SYSTEMS (such as JISCmail) to help you carry out your BCE activities
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# 12. Have you already encountered, or do you foresee in the future, any legal problems
associated with the use of publicly-funded NETWORK MAILING SYSTEMS?

YES
NO

Section 4: NETWORK MAILING SYSTEMS - what are these legal problems?
Could you please help us by identifying these NETWORK MAILING SYSTEM legal
problems associated with your BCE activities.....Thanks

* 13. For each BCE related, NETWORK MAILING SYSTEM legal problem you have
encountered, or you foresee, please indicate in which legal area it lies and what the current
status of the problem is - either OVERCOME, NOT OVERCOME, or FORESEEN
(Tick appropriate box)

Problem Problem NOT Problem
OVERCOME OVERCOME FORESEEN

Funding terms and conditions

Acceptable Use Policy
(AUP)/Connection Policy for high-
speed, high volume private
communication networks

State Aid Law
Other Competition Law
Intellectual property rights

Contractual restrictions on use for
academic purposes

Privacy and Data Protection
Freedom of Information

Your organisation's awareness of the
associated licensing restrictions and
other legal restrictions

Other (please specify)

14. We would greatly appreciate it if you could give us some brief details about each of the
NETWORK MAILING SYSTEM legal problems you identified above, such as exactly what it
was, how it was overcome, or why it couldn't be overcome, etc
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Section 5: NETWORK ACCESS - any legal problems?

This section, Section 5, is about any legal problems that you may have already
encountered, or that you foresee in the future, with publicly-funded NETWORK ACCESS
(such as JANET) to help you carry out your BCE activities

s 15. Have you already encountered, or do you foresee in the future, any legal problems
associated with the use of publicly-funded NETWORK ACCESS?

YES
NO

Section 5: NETWORK ACCESS - what are these legal problems?
Could you please help us by identifying these NETWORK ACCESS legal problems
associated with your BCE activities.....Thanks

s 16. For each BCE related, NETWORK ACCESS legal problem you have encountered, or you
foresee, please indicate in which legal area it lies and what the current status of the problem is
- either OVERCOME, NOT OVERCOME, or FORESEEN (Tick appropriate box)

Problem Problem NOT Problem
OVERCOME OVERCOME FORESEEN

Funding terms and conditions

Acceptable Use Policy
(AUP)/Connection Policy for high-
speed, high volume private
communication networks

State Aid Law
Other Competition Law
Intellectual property rights

Contractual restrictions on use for
academic purposes

Privacy and Data Protection
Freedom of Information

Your organisation's awareness of the
associated licensing restrictions and
other legal restrictions

Other (please specify)

17. We would greatly appreciate it if you could give us some brief details about each of the
NETWORK ACCESS legal problems you identified above, such as exactly what it was, how it
was overcome, or why it couldn't be overcome, etc

43



Final Report — 2™ October 2007

Section 6: Policies, Organisation, Culture, Strategies, etc - any problems?
In this section, Section 6, we would like you to tell us about any problems that you have
encountered, or that you foresee, with the Policies, the Organisation, the Culture, the
Strategies, etc surrounding the use of publicly-funded ICT resources

18. If you know of any, please tell us about those POLICIES that you think are adversely
affecting the successful use or exploitation of publicly-funded ICT resources. Please also
indicate which type of policies these are i.e. government, institutional, funding council, other

| i3

19. If you know of any, please tell us about those ORGANISATIONAL matters, such
organisational structure or organisational responsibilities, that you think are adversely affecting
the successful use or exploitation of publicly-funded ICT resources

=
[~
Il i

20. If you know of any, please tell us about those CULTURAL matters, such as protectionism,
that you think are adversely affecting the successful use or exploitation of publicly-funded ICT
resources

| i3

21. If you know of any, please tell us about those STRATEGIC matters, such as lack of priority
from key stakeholders for BCE activities, that you think are adversely affecting the successful
use or exploitation of publicly-funded ICT resources

| _II‘

22. If you know of any, please tell us about those OTHER matters that you think are adversely
affecting the successful use or exploitation of publicly-funded ICT resources

| i
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Appendix C: Detailed Analysis of the Survey Results

BCE Practitioner Survey

Analysis charts

In order to carry out the detailed analysis of the survey results, the following charts were
produced, all of which are displayed and discussed in detail in the remainder of the

analysis report:
Chart Pract.1
Chart Pract.2
Chart Pract.3
Chart Pract.4
Chart Pract.5
Chart Pract.6
Chart Pract.7
Chart Pract.8
Chart Pract.9
Chart Pract.10

Chart Pract.11

Where the respondents came from

Types of BCE activities the respondents were involved with
Identification of problem categories

SOFTWARE - Distribution of legal problems

SOFTWARE - Status of legal problems

DATABASES - Distribution of legal problems

DATABASES - Status of legal problems

NETWORK MAILING SYSTEMS — Distribution of legal problems
NETWORK MAILING SYSTEMS - Status of legal problems
NETWORK ACCESS - Distribution of legal problems

NETWORK ACCESS - Status of legal problems
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Profile of respondents

The questionnaire for the practitioner survey was sent to a wide-range of Knowledge
Transfer/Exchange practitioners engaged across the breadth of BCE activities. A copy of
the BCE Practitioner Survey questionnaire is shown in Appendix B, and the list and
networks through which the questionnaire was circulated is shown in Appendix E.

Via the questionnaire practitioners were asked to:

a. ldentify and comment on any legal problems they had already encountered, or
that they foresaw in the future, with using publicly-funded ICT resources to help
them carry out their BCE activities; where, for the purposes of the survey, these
ICT resources were sub-divided into software, databases, network mailing
systems, and network access; and

b. Comment on any policy, organisational, cultural, strategic and other problems
they had already encountered, or that they foresaw in the future, with using
publicly-funded digital assets to help them carry out their BCE activities.

Essentially, the purpose of this survey was to look at the role that ICT is playing, or not
playing, within BCE from the practitioner’s perspective.

As can be seen from the pie chart below, in all there were 122 respondents, 79% of
whom were from Higher Education Institutions, with the next highest contributor being
public sector organisations at 8%.

BCE Practitioner Survey

Where the Respondents came from

(number of respondents = 122)
Other

Charity T 3%

4%

Public sector
8%
Private sector

6% \

FEl
0%

HEl
79%

Chart Pract.1

46



C.6

Final Report — 2™ October 2007

As can be seen from bar chart below, over half (59%) of the 122 respondents were
involved in technology transfer, with 47% involved in consultancy/business support,
and 43% involved in business start ups/incubation. Also, perhaps a higher than
expected proportion, 40%, indicated that they we involved in science/research

communication.

BCE Practitioner Survey

Types of BCE activities the respondents were involved with
(number of respondents = 122)

70%

60%

50%

40% H

30%

% of Respondents

20%

10% —1

0% T T T T T T T T T

BCE Activity

Chart Pract.2
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Identification of problem categories
C.7 As can be seen from the four pie charts below:

a. In relation to their use of software in connection with BCE activities, 37% of the
113 respondents had experienced or anticipated legal problems.

b. Inrelation to their use of databases in connection with BCE activities, 33% of the
102 respondents had experienced or anticipated legal problems.

c. In relation to their use of network mailing systems in connection with BCE
activities, 28% of the 98 respondents had experienced or anticipated legal
problems.

d. In relation to their use of network access in connection with BCE activities, 72%
of the 18 respondents had experienced or anticipated legal problems.

C.8  The very clear majority of respondents (72%) said that they had already encountered, or
expected to encounter in the future, legal problems associated with the use of publicly-
funded network access. This would suggest that network access is the real area of
concern. As can be seen, none of the other categories — which all received a higher
number of responses - registered even a majority of respondents that had already
experienced legal problems, or expected to experience them in the future.

BCE Practitioner Survey BCE Practitioner Survey

Any legal problems with SOFTWARE? Any legal problems with DATABASES?

(number of respondents = 113) (number of respondents = 102)

B YES o YEOS
37% 33%

a8 NO
63%

a8 NO
67%

BCE Practitioner Survey BCE Practitioner Survey

Any legal problems with NETWORK Any legal problems with NETWORK
MAILING SYSTEMS? ACCESS?

(number of respondents = 98) (number of respondents = 25)

B YES a8 NO
28%

o YES
72% 2%

Chart Pract.3
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Software Legal Problems

C.9 As can be seen from the bar chart below:

a. Contractual restrictions limiting the use to academic purposes were seen as a

problem by 75% of the respondents.

b. Their organisation’s awareness of licensing and other legal restrictions was seen

as a problem by 67% of the respondents.

c. Intellectual property rights, State aid law/other competition law, and funding
terms and conditions were also seen to be problematic with scores of 44%, 42%,

and 39% respectively.

C.10 Other issues mentioned by respondents in the context of software were liability, data
privacy and the use of student data for marketing, the latter two of which should really be

categorised as problems involving databases.

BCE Practitioner Survey
SOFTWARE - Distribution of legal problems
(number of respondents = 36)
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Chart Pract.4
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C.11 As can be seen from the bar chart below the status of the software legal problems
identified above is that OVERALL.:

a. 24% of the software legal problems identified have been OVERCOME.
b. 32% of the software legal problems identified have NOT been OVERCOME.
c. 44% of the software legal problems identified are FORESEEN.

BCE Practitioner Survey O Problem
SOFTWARE - Status of legal problems
FORESEEN
(number of respondents = 36)

O Problem
NOT OVERCOME

@ Problem
OVERCOME

% of Problem Area Responses

Legal Problem Area

Chart Pract.5
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Database Legal Problems

C.12 As can be seen from the bar chart below:

a.

Privacy and Data Protection were seen as problematical by 48% of the
respondents.

Database rights were seen as problematical by 42% of the respondents.

Contractual restrictions limiting the use to academic purposes were also seen as
problematical by 42% of the respondents.

Their organisation’s awareness of licensing and other legal restrictions was seen
as a problem by 39% of the respondents.

% of Respondents

BCE Practitioner Survey
DATABASES - Distribution of legal problems
(number of respondents = 31)
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C.13 As can be seen from the bar chart below the status of the database legal problem areas
identified above is that OVERALL:

a. 14% of the database legal problems identified have been OVERCOME.
b. 35% of the database legal problems identified have NOT been OVERCOME.
c. 52% of the database legal problems identified are FORESEEN.

C.14 With regard to databases, the respondents indicated that in all areas, with the exception
of State aid law/other competition law, there is a significant proportion of the legal
problems identified that have either NOT been OVERCOME and/or are FORESEEN for
the future.

BCE Practitioner Survey O Problem
DATABASES - Status of legal problems FORESEEN
(number of respondents = 31)
O Problem
100% NOT OVERCOME
90% -1 DR T
80% —~ H H H H H HH B @ Problem
70% U L B e ] B OVERCOME

% of Problem Area Responses

Legal Problem Area

Chart BCE Pract.7
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Network Mailing System Legal Problems

C.15 As can be seen from the bar chart below:

a.

Privacy and Data Protection were seen as problematical by 80% of the
respondents.

Acceptable Use Policies were seen as a problem by 40% of the respondents.
Freedom of Information was seen as a problem by 36% of the respondents.

State aid law/other competition law was also seen as a problem by 36% of the
respondents.

Their organisation’s awareness of licensing and other legal restrictions was also
seen as a problem by 36% of the respondents.

% of Respondents

BCE Practitioner Survey

NETWORK MAILING SYSTEMS - Distribution of legal problems
(number of respondents = 25)
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C.16 As can be seen from the bar chart below, the status of the network mailing systems
legal problem areas identified above is that OVERALL.:

a. 29% of the network mailing system legal problems identified have been
OVERCOME.

b. 34% of the network mailing system legal problems identified have NOT been
OVERCOME.

c. 37% of the network mailing system legal problems identified are FORESEEN.

BCE Practitioner Survey O Problem
NETWORK MAILING SYSTEMS - Status of legal problg
FORESEEN
(number of respondents = 25)
O Problem
100% NOT OVERCOME
W+ HFHH HFH HFH HFH HFHH H HH H B
0% I 1 L o b b ] e ] @ Problem
OVERCOME

% of Problem Area Responses

Legal Problem Area

Chart Pract.9
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Network Access Legal Problems

C.17 As can be seen from the bar chart below:

a.

Contractual restrictions limiting the use to academic purposes were seen as
problematical by 61% of the respondents.

Their organisation’s awareness of licensing and other legal restrictions was seen
as a problem by 50% of the respondents.

State aid law/other competition law was seen as a problem by 44% of the
respondents.

Funding terms and conditions were also seen as a problem by 44% of the
respondents.

Acceptable Use Policies were seen as a problem by 39% of the respondents.

Privacy and Data Protection were also seen as a problem by 39% of the
respondents.

% of Respondents

BCE Practitioner Survey
NETWORK ACCESS - Distribution of legal problems
(number of respondents = 18)
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Chart Pract.10
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C.18 As can be seen from the bar chart below the status of the network access legal
problem areas identified above is that OVERALL:

a. 24% of the network access legal problems identified have been OVERCOME.

b. 42% of the network access legal problems identified have NOT been
OVERCOME.

c. 34% of the network access legal problems identified are FORESEEN.

BCE Practitioner Survey O Problem
NETWORK ACCESS - Status of legal problems FORESEEN
(number of respondents = 18)
0O Problem
100% NOT OVERCOME
80% + |— — L —1 B Problem
—] | OVERCOME
60% 1+ — B e | |

a0% + |

% of Problem Area Responses

Legal Problem Area

Chart Pract.11
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Technology Transfer and Business Support(TT&BS) Survey

Analysis charts

C.19 In order to carry out the detailed analysis of the survey results, the following charts were
produced, all of which are displayed and discussed in detail in the remainder of the
analysis report:

Chart TT&BS.1 Where the respondents came from

Chart TT&BS.2 Types of BCE activities the respondents were involved with
Chart TT&BS.3 Identification of problem categories

Chart TT&BS.4 SOFTWARE - Distribution of legal problems

Chart TT&BS.5 SOFTWARE - Status of legal problems

Chart TT&BS.6 DATABASES — Distribution of legal problems

Chart TT&BS.7 DATABASES - Status of legal problems

Chart TT&BS.8 NETWORK MAILING SYSTEMS - Distribution of legal problems
Chart TT&BS.9 NETWORK MAILING SYSTEMS —Status of legal problems
Chart TT&BS.10 NETWORK ACCESS - Distribution of legal problems

Chart TT&BS.11 NETWORK ACCESS - Status of legal problems
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Profile of Respondents

A second questionnaire, very similar to the first but intended to capture the concerns of
businesses collaborating with and being established by institutions, was circulated via
mailing lists; included in these lists were the KTP network and the incubation networks.
Whilst respondents to this survey clearly have a more commercial focus, and the results
captured inputs from those on the more squarely business engagement side of BCE, it is
still heavily dominated by those from a higher education background.

Via the questionnaire these ‘business engagement practitioners’ were asked to:

a. lIdentify and comment on any legal problems that the businesses with which they
engaged or were involved had already encountered, or foresaw in the future, with
using publicly-funded ICT resources to help them with their business activities;
where, for the purposes of the survey, these ICT resources were sub-divided into
software, databases, network mailing systems, and network access; and

b. Comment on any policy, organisational, cultural, strategic or other problems that
the businesses with which they engaged or were involved had already
encountered, or foresaw in the future, with using publicly-funded ICT resources
to help them with their business activities.

Essentially, the purpose of this survey was to look at the role ICT is playing, or not
playing, within BCE from the perspective of early stage and high technology businesses.

As can be seen from the pie chart below, in all there were 56 respondents, 81% of whom
were from HEIs, with the next highest contributor being public sector organisations at
13%.

Technology Transfer & Business Support Survey

Where the Respondents came from
(number of respondents = 56)

Other

, 0%

Public sector
13%

Private sector
4%

FEl
2%

81%

Chart TT&BS.1
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C.24 As can be seen from bar chart below, over half (64%) of the 56 respondents were
involved in technology transfer, with 45% involved in consultancy/business support,
41% involved in business start-ups/incubation, 34% involved in student
placements/volunteering, and 32% involved in public/community engagement.

Technology Transfer & Business Support Survey

Types of BCE activities the respondents were involved with
(number of respondents = 56)
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Identification of problem categories
C.25 As can be seen from the four pie charts below:

a. In relation to their use of software in connection with BCE activities, 38% of the
50 respondents had experienced or anticipated legal problems.

b. Inrelation to their use of databases in connection with BCE activities, 28% of the
43 respondents had experienced or anticipated legal problems.

c. In relation to their use of network mailing systems in connection with BCE
activities, 21% of the 42 respondents had experienced or anticipated legal
problems.

d. In relation to their use of network access in connection with BCE activities, 87%
of the 8 respondents had experienced or anticipated legal problems.

C.26 An even clearer majority of respondents (87%) said that they had already encountered,
or expected to encounter in the future, legal problems associated with the use of
publicly-funded network access. This would suggest that network access is the real area
of concern. As can be seen, none of the other categories — which all received a higher
number of responses - registered even a majority of respondents that had already

experienced legal problems, or expected to experience them in the future.

Technology Transfer & Business Support
Survey
Any legal problems with SOFTWARE?
(number of respondents = 50)

OYES
38%

@ NO
62%

Technology Transfer & Business Support Survey

Any legal problems with DATABASES?
(number of respondents = 43)

B YES
28%

a8 NO
2%

Technology Transfer & Business Support
Survey
Any legal problems with NETWORK MAILING
SYSTEMS?
(number of respondents = 42)

O YES
21%

B NO
79%

Technology Transfer & Business Support Survey
Any legal problems with NETWORK
ACCESS?

(number of respondents = 8)

a8 NO
13%

B YES
87%

Chart TT&BS.3
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Software Legal Problems

C.27 As can be seen from the bar chart below:

a.

Funding terms and conditions were seen as problematical by 64% of the
respondents.

State aid law/other competition law was seen as a problem by 46% of the
respondents.

Intellectual property rights were seen as a problem by 36% of the respondents.

Copyright and joint ownership of IP were both seen as a problem by 29% of the
respondents.

Contractual restrictions limiting the use to academic purposes were also seen as
a problem by 29% of the respondents.

Their organisation’s awareness of licensing and other legal restrictions was also
seen as a problem by 29% of the respondents.
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Technology Transfer & Business Support Survey
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C.28 As can be seen from the bar chart below the status of the software legal problems
identified above is that OVERALL.:

a. 39% of the software legal problems identified have been OVERCOME.
b. 15% of the software legal problems identified have NOT been OVERCOME.
c. 46% of the software legal problems identified are FORESEEN.

C.29 With regard to software, although the main legal problem area has been identified as
funding terms and conditions the majority of the problems in this area have been

OVERCOME.
Technology Transfer & Business Support Survey
m}
SOFTWARE - Status of legal problems ESEE?EEN
(number of respondents = 14)
O Problem
100% NOT OVERCOME
80% - @ Problem
OVERCOME
60% -

% of Problem Area Responses

Legal Problem Area

Chart TT&BS.5
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Database Legal Problems

C.30 As can be seen from the bar chart below:

a. Funding terms and conditions were seen as a problem by 50% of the

respondents.

b. Database rights and joint ownership of IP were both seen as a problem by 33%

of the respondents.

c. Contractual restrictions limiting the use to academic purposes were also seen as

a problem by 33% of the respondents.

d. State aid law/other competition law, copyright, and privacy and data protection

were all seen as a problem by 25% of the respondents.

(number of respondents = 12)
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C.31 As can be seen from the bar chart below the status of the database legal problem areas
identified above is that OVERALL:
a. 23% of the database legal problems identified have been OVERCOME.

b. 42% of the database legal problems identified have NOT been OVERCOME.
c. 35% of the database legal problems identified are FORESEEN.

C.32 With regard to databases, although the main legal problem area has been identified as
Funding terms & conditions the majority of the problems in this area have been
OVERCOME; and the same applies to State aid law/other competition law.

Technology Transfer & Business Support Survey O Problem
DATABASES - Status of legal problems
FORESEEN
(number of respondents = 12)
0O Problem
NOT OVERCOME
[ [ [ @ Problem
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Chart TT&BS.7
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Network Mailing System Legal Problems
C.33 As can be seen from the bar chart below:

a. Funding terms and conditions were seen as a problem by 63% of the
respondents.

b. Intellectual property rights and privacy and data protection were both seen as a
problem by 25% of the respondents.

Technology Transfer & Business Support Survey
NETWORK MAILING SYSTEMS - Distribution of legal problems
(number of respondents = 8)
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C.34 As can be seen from the bar chart below the status of the network mailing systems
legal problem areas identified above is that OVERALL.:

a. 50% of the network mailing systems legal problems identified have been
OVERCOME.

b. 10% of the network mailing systems legal problems identified have NOT been
OVERCOME.

c. 40% of the network mailing systems legal problems identified are FORESEEN.

C.35 With regard to network mailing systems, although the main legal problem area has
been identified as funding terms and conditions the majority of the problems in this area
have been OVERCOME.
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Network Access Legal Problems
C.36 As can be seen from the bar chart below:

a. Funding terms and conditions were also seen as a problem by 67% of the
respondents.

b. Acceptable Use Policies were seen as a problem by 33% of the respondents.

Technology Transfer & Business Support Survey
NETWORK ACCESS - Distribution of legal problems
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Chart TT&BS.10
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C.37 As can be seen from the bar chart below the status of the network access legal
problem areas is identified above that OVERALL:

a. 50% of the network access legal problems identified have been OVERCOME.

b. 13% of the network access legal problems identified have NOT been
OVERCOME.

c. 37% of the network access legal problems identified are FORESEEN.

C.38 With regard to network access, although the main legal problem area has been
identified as Funding terms & conditions the majority of the problems in this area have
been OVERCOME.
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Detailed comments made by respondents

Few respondents were willing to give specific details about the legal problems they had
had, or foresaw in the future, and if and how they were overcome (or not).

Given the relatively low response rate on the legal problem side, it was surprising that
such a high number of respondents were prepared to comment in detail on the non-legal
problems - policy, organisational, cultural, strategic and other issues that, in their
opinion, adversely affected the successful use or exploitation of publicly-funded ICT
resources were commented on extensively.

Despite the small number of detailed legal responses received, they nevertheless reveal
issues that are not just isolated concerns, but serious concerns that need to be
addressed. Consequently, the Guidelines and Recommendations produced as part of
this Study address these concerns.

Software issues
The following software issues were raised by respondents to the survey:

Licence conditions restricting use to academic purposes

a. This was the most common concern about software expressed in the detailed
comments. The general problem is that most institutions obtain access to
software for academic use, but then their academics use the software for non-
academic purposes, such as consultancy and the development of software that is
later exploited.

b. Some institutions are aware of the problem and, with foresight, buy commercial
licences. However, the expense of doing that sometimes limits the use of the
software. Others use software but without understanding whether or not they can
use it for commercial purposes, or even what constitutes commercial purposes
and what constitutes academic or educational purposes.

c. One respondent commented that academic licence conditions were quite explicit
but that some funders assumed that the institution could turn a blind eye to them.
Another respondent, stretching the concept, suggested that as BCE was now
normal academic behaviour, this might come within ‘academic use’. And another
said that there was a need for clarity and a ‘plain English’ document that set out
the issues that should be addressed when creating and commercialising
software.

State aid

d. One respondent commented that this was little understood, particularly in the
context of contributions to spin-out companies.

e. Another commented that it was hard to quantify the benefit to a single company
that used commercial software in a shared facility. In fact this is probably one of
the easiest State aid questions to answer. The benefit is the amount the
company is saving in not having to purchase a licence for the same or similar
software from a commercial source.
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Ownership of Software

A respondent was concerned about complacency and the fact that collaborators
were not putting in place agreements that established the ownership of the
intellectual property rights or liability for the software.

One institution said that it developed software as freeware because the funders
(and as examples the correspondent mentioned the European Union, the US
Government and the Department of Health) wanted to own the software
developed, with the result that several funders claimed ownership of the same
software.

That institution wanted funders to recognise that software used collaboratively for
research purposes should be allowed to be freeware or ‘public domain’ unless
there was a compelling business case for not doing so.

One respondent realised that its existing IPR provisions in funding agreements
were inadequate when funding the development of software (or digital content).

Open Source Software

One respondent mentioned that the use of code licensed under GPL (the Open
Source Initiative (OSI) GNU General Public Licence) caused problems for future
technology transfer.

Another mentioned that they had been proposing to start up a business based on
the Berkley Open Source licence, but it became clear that the institution had little
appreciation of the issues surrounding open source.

Programmers, one person commented, often mixed and matched code without
even thinking about it, i.e. the legal implications.

. Linked to that issue, but not necessarily applicable only to open source software,
was the comment that it could be difficult to get academic programmers ‘on side’
when it came to exploiting software.

The other side of that coin is the comment that institutions were interested in
exploiting patents, but software (where no protection could be registered) was
largely ignored and, without an institutional policy on open source dissemination,
was not made available on any basis to anyone.

Software Business Models

In the software industry revenues are generated by support and future
developments/bug fixes, but this is rarely possible with grant-funded software.
Without this the return on investment is often not sufficient to justify the
investment in software.
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Database Issues
C.43 The following database issues were raised by respondents to the survey:
Use of data and databases for business purposes

a. This was the greatest concern in relation to database use, and it is linked to the
issues surrounding the use of software for business purposes in that respondents
were worried that institutions would (inadvertently or otherwise) use data for
business purposes when its use was restricted to academic purposes.

b. The concern was expressed in slightly different ways: “unintentional misuse for

business purposes”; “academics use data to which they were granted access for

academic use obtained for academic purposes in non-academic ways”; “use of

databases originally given for research purposes for ‘business development™.

c. One respondent was concerned about the exploitation of library resources, such
as image libraries, in collaboration with commercial organisations or to allow
students to trade commercially.

Use of databases by other institutions/organisations

d. One institution subscribes to an information service that is available (in return for
a subscription) to anyone, regardless of whether they are in the academic or
public sector or the private sector. It wants to make the data available to
community groups, but says that copyright forbids this. It is therefore proposing
to allow a small number of people to use the database but it wants later to widen
access to it.

e. By subscribing to the database the institution agreed to abide by certain terms
and conditions. These made it clear that the service could be used at only one
site (but that special arrangements could be negotiated), that the data was not to
be transferred to any third party, and that it could be copied only for internal
‘corporate’ use. If the institution does as it proposes it will be in breach of contract
and infringing intellectual property rights and depriving the database owner of its
subscription fee. Either the institution is unaware of the terms to which it agreed
or it is prepared to disregard them.

Data Protection

f. Only one respondent mentioned the difficulties posed by the eighth Data
Protection Principle (the restriction on transfers of personal data outside the
European Economic Area) when trying to collaborate with people in China and
India. These problems are usually overcome (see the section 9.57 on how that
might be), but nevertheless the issue keeps arising and the issue has to be
negotiated.

g. One respondent pointed out that that the Knowledge Transfer Networks™" used
a common online portal, but there was no policy to ensure compliance with best
practice as advocated by the Information Commissioner’s Office.

h. Another respondent mentioned a lack of will on the part of his institution to tackle
CRM issues such as the sharing of contacts, account management, non-
poaching, junk mail etc. (This issue is more fully tackled in the study completed
for JISC entitled ‘Study of CRM Issues in UK HEISs’).

{7 For details see: http://ktn.globalwatchonline.com/epicentric_portal/site/K TN/?mode=0
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Network Mailing Systems Issues
C.44 The following network mailing system issues were raised by respondents to the survey:

Use for commercial purposes

a. Respondents wanted more clarity about when institutional email and network
services might be used, for instance, for spinout companies and consultancy
work.

b. One respondent was anticipating not being able to use JANET for BCE activities
and had registered a .org domain name.

c. Another respondent was concerned about the amount of effort involved in
ensuring that JANET was not used for business start up purposes.

Data Protection/Privacy and Spam

d. One respondent was concerned that, having purchased a mailing list, the
individuals could not be contacted, if imported into a CRM System, unless the
individual responded to a mailing.

e. One respondent voiced concern that the names and addresses of other email
recipients were disclosed and they then received “spam”.

f.  One respondent was concerned about who would keep ‘membership’ data at the
end of the project and the terms under which it might be used.

g. Another respondent thought that the main issue was the lack of awareness of the
implications of storing emails in regard to data protection and freedom of
information.

Network Access Issues
C.45 The following network access issues were raised by respondents to the survey:
Use for commercial purposes
a. This was by far the most frequently voiced concern and was expressed as:

— The need for guidance as to when it is appropriate to use institutional email
and network services for spin-outs and consultancy;

— Questioning whether incubator companies could use the academic network;

— Questioning whether businesses could have access to the internet via
JANET;

— The need for business start-up support for staff and students;

— The difficulty in ensuring that staff and students do not use JANET for
commercial purposes when they are encouraged to start up businesses;

— One respondent registering a “.org.uk” domain name in anticipation of not
being able to use JANET; and

— One respondent complaining about the confusion and lack of clarity.

— Another respondent complained about the struggle to obtain “local advice”
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on the JANET restrictions on use. The result was that the project was set
up outside JANET.

Control of access to networks

b. One respondent voiced concern that control of access to networks was a
fundamental requirement if creating shared collaboration space. This was nhot
possible when access control was changed “ad hoc” and terms and conditions of
service were changed without warning or consultation.

c. One respondent complained that the “IT culture of control and prohibition within
universities” made relying on the university system a “nightmare”, with a plea to
JISC to talk to the end users (academics) rather than IT departments.

d. Another complaint was that legal issues were poorly understood by researchers
and that there was poor communication of those issues, and that this was
something with which JISC could help.

Policy Issues
C.46 The following policy issues were raised by respondents to the survey:
State Aid

a. Respondents, without actually using the words ‘State aid’, talked about EU
regulations preventing the BBC from producing software for the disabled and
institutions being worried that they might encounter problems if they allowed
access to ‘outsiders’.

Funding

b. One respondent complained that institutions  misinterpreted the
government/funding councils’ policies (unfortunately without being specific as to
the area in which this was happening). Another considered funding eligibility
criteria to be a barrier to BCE.

c. One respondent was concerned that the European Regional Development Fund
restricts working with smaller SMEs who do not have high growth potential, even
though these companies could benefit significantly from ICT support; and
mentioned that the targets attached to funding from the European Regional
Development Fund and the Higher Education Innovation Fund make exploratory
work or the provision of general ICT resource development difficult.

d. Another respondent complained about the lack of long-term funding and another
voiced the perception that accessing funding involves an excessively
bureaucratic process that results in businesses not being interested.

e. In a similar vein a respondent complained that applying for funding was so
complex and there were so many guidelines to follow that it took an inordinate
amount of time for institutions to apply for funding.

f.  One respondent complained about confusion over HEFCE initiatives that seemed
to have employer engagement as an outcome, but the initiative coming under a
different category, for instance widening participation.

g. One respondent mentioned that free dissemination (open access) was not
conducive to BCE activities. The underlying concern may have been that free
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dissemination might jeopardise patent protection or undermine the commercial
exploitation of project results.

Internal Policies (or the lack of them)

Respondents reported a lack of IPR institutional policies relating to digital
content; and the fact that the public sector did not recognise the economic
potential of the digital content market and was not geared to its exploitation.

One respondent commented that institutions were over anxious to protect non-
existent or marginal intellectual property and that was perhaps due to external
forces, and another that uncertainty and a lack of understanding led institutions
to err on the side of caution.

One respondent reported a general ignorance about data protection and freedom
of information.

Organisational issues

C.47 The following policy issues were raised by respondents to the survey:

a.

One respondent commented that Knowledge Transfer departments were usually
a separate part of the institution, unrelated to the academics.

One respondent commented that internal support was geared towards academic
provision and was not flexible enough to support business needs.

One respondent thought that the size and complexity of the institution made it
difficult to ensure that maximum benefit was derived from ICT-related
opportunities for business development.

Another respondent complained about the lack of correlation between authority,
accountability and action.

Various respondents were concerned about the difficulty of determining who had
decision-making responsibilities on behalf of the institution; the difficulty
encountered in getting anyone to take responsibility for anything that didn’t
immediately benefit them; and the length of time it took institutions to take a
decision (in one case over two years to decide whether or not to acquire a CRM
system and in another one and a half years to form a consultancy company).

One respondent complained about the lack of awareness of the ICT resources
that were available.

Cultural issues

C.48 The following cultural issues were raised by respondents to the survey:

a.

Some responses indicated that isolationism existed leading to a lack of co-
operation and understanding between different departments within the same
institution.

Some respondents voiced frustration with their ICT departments: ICT staff did not
understand the business processes/activities within educational institutions and
often misjudged the objectives and therefore the best tools to achieve them; or
ICT staff had little understanding of working beyond their institutional boundaries.

One respondent commented that academic staff had to defer to
‘business/exploitation’ departments who did not understand the product or the
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way academics want to use it.

One extreme comment was that Knowledge Transfer departments frustrated
researchers and killed off creativity.

Another respondent complained about senior managers who were more worried
about budgets than the work being done.

Respondents also commented on academics seeing contacts as personal
property and that militating against the effective use of ICT, especially in the area
of customer relationship management and contacts databases.

Another respondent saw ICT staff as exercising protectionism by not allowing
access to tools because of their fear of hackers.

Strategic issues

C.49 The following strategic issues were raised by respondents to the survey:

a.

One respondent mentioned that BCE activities had been unimportant in the past;
another that low priority was given to BCE activities and there was a lack of
internal support for them; another that strategic objectives in his research
intensive university did not include BCE; and yet another that there needed to be
a strategic commitment to engage with the private sector.

One comment was that BCE activities were not important for career progression
and, therefore, did not influence ICT resources; another that there was no
incentive for academics to work with SMEs; and another that many academics
were interested in development but not commercialisation.

One respondent thought that academics would work with larger businesses, but
there was a lack of appreciation of the value, skills and knowledge that SMEs
could offer.

Various respondents commented on the need for key stakeholder support and
the likelihood that this would fade during the lifetime of a project; the lack of time
that key stakeholders had to devote to BCE activities; and the fact that key
stakeholders had more pressing concerns.

One respondent commented that there was a lack of market intelligence to
establish whether ‘customer’ demand warranted the investment in licences.

One respondent mentioned that the potential for, or possibility of, external use of
facilities was often not thought of at the time of specification/procurement.
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APPENDIX D: Networks to which survey questionnaires were sent

BCE Practitioner Questionnaire was sent to following Knowledge Transfer/Exchange
(KT/E) practitioner networks:

Association of University Research and Industry Links (AURIL)
Association of Research managers and Administrators (ARMA)
Creative Industries KT network (via JISCmail list)

British Academy of Management KT/E group (via JISCmail list)

KTP Associates network (via JISCmail list)

MIMAS ‘ISI Web of Knowledge’ network (via JISCmail list)

Higher Education Teaching Online network (via JISCmail list)

West Midlands Information & Learning Technology (via JISCmail list)
Knowledge Transfer Partnerships (KTP) network

BECTA

KE Good Practice Discussion Forum

Science and Technology Facilities Council (STFC)

UK Science Parks Association (UKSPA)

University Companies Association (UNICO) (BUT UNICO declined to circulate)

Also, BCE Practitioner Questionnaire sent to following community KT/E practitioner
networks:
e Community University Partnership Programme (Cupp)
Community Network Analysis (CNA)
Digital Challenge network
University Association for Lifelong Learning (UALL)
Wellcome Trust network (via JISCmail list)

Technology Transfer & Business Support(TT&BS) Questionnaire sent to following
University Consortia:

e |10
e Midlands Medici
¢ White Rose

Also, TT&BS Questionnaire sent to following Regional Development Agencies:
Advantage West Midlands (AWM)

East Midlands Development Agency (EMDA)

South West England Development Agency (SWEDA)

North West Development Agency (NWDA)

One Northeast

South East England Development Agency (SEEDA)
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D.5 Also, TT&BS Questionnaire sent to following Centres for Knowledge Exchange:
e Business Bridge (via JISCmalil list)

Contact

Knowledge London

Knowledge West

M1 Knowledge Exchange

FDMX

Bioknex

West Yorkshire

Knowledge East

Construction KE

National Rural

West Focus

Motorsport KE

D.6  Also, TT&BS Questionnaire sent directly to the ‘business & enterprise’ sections of
following universities:

e Aberdeen
Bath
Birmingham
Birmingham —-UCE
Bradford
Brighton
Bristol
Coventry
Cranfield
East Anglia
Edinburgh
Essex
Glasgow
Gloucestershire
Lancaster
Newcastle
Loughborough
Leeds Metropolitan
Middlesex
Portsmouth
Sheffield
Sheffield Hallam
Staffordshire
Southampton
University College London

D.7  Also, TT&BS Questionnaire sent to following other business KT/E practitioner

networks:
o KTP Centre Managers network (via JISCmail list)
e Praxis
e Organisational Learning and Knowledge Mgt network (via JISCmail list)
e Business in the Community
e Blu-horizons network
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Appendix E: Definitions and Acronyms

BCE (Business and Community Engagement)

BCE is any activity that takes place between a Higher Education Institution (HEI) or a
Further Education Institution (FEI) and individuals and organisations external to the HEI
or FEI. BCE includes knowledge transfer, work-based learning, community links,
outreach, Continuing Professional Development (CPD), employer engagement, wider
participation, and lifelong learning.

Further details can be found at:
http://www.jisc.ac.uk/whatwedo/themes/business community engagement.aspx.

Block exemption

In the context of this Study, a block exemption is an instrument issued by the European
Commission that allows limited amounts of State aid to be given in very limited
circumstances. Where the conditions of the exemption are fully met the State aid will be
lawful without the need to obtain approval or a specific exemption from the Commission.

Further details can be found at: http://www.berr.gov.uk/bbf/state-aid/rules/index.html.

CHEST

CHEST s the educational shop window for purchases of software, data, information,
training materials and other IT related products. As such, it negotiates agreements and
offers, generally on a site licence basis for use by the educational community.

Further details can be found at: http://ht.chest.ac.uk/.

Community of Practice (COP)

A group of people who share a concern or a passion for something they do and learn
how to do it better as they interact regularly.
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Digital Assets

This includes a broad range of ICT infrastructure, digital tools, digital data and right to
use these. Specifically in this Study these include:

a. Software - created by or licensed to HEIs and FEls;

b. Data - from databases created by, or licensed to, HEIs and FEls;

c. Services - such as JISCmail; and

d. Connectivity - via publicly-funded private networks such as JANET.

Digital Challenge

The Digital Challenge is about setting the vision for and taking the next bold and radical
steps in creating a digitally enabled society.

The Digital Challenge provides a unique incentive for a region, city or similar sized area
to drive forward the use of technologies to better meet the needs of its local community
and individual citizens.

Any local authority, in partnership with other authorities, public sector organisations,
industry, intermediaries and the third sector, can take part in the Digital Challenge
competition.

Further details can be found at: http://www.digitalchallenge.gov.uk/.

FEI (Further Education Institution)

Further Education Institutions in this Study refers to institutions that provide the post-
secondary or tertiary education in the UK, which including technical colleges and
colleges of further education.

FP7 (The Seventh Framework Programme)

This is the European Seventh Framework Programme for Research and Technological
Development. It is currently the EU's main instrument for funding research in Europe

Further details can be found at:
http://www.dti.gov.uk/science/uk-intl-engagement/euro-programmes/fp7/page8390.html.

Funder s*® For um

The Research Base Funders' Forum has been set up to allow governmental and non-
governmental funders of public good research to consider the collective impact of their
strategies on the sustainability, health and outputs on the Research Base. The Core
Group of the Forum includes representatives from charities, industry, the Research
Councils, the Funding Councils, the Regional Development Agencies, the Higher
Education sector and Government departments.

Further details can be found at:
http://www.dti.gov.uk/science/science-funding/funders-forum/index.html.
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HEI (Higher Education Institution)

Higher Education Institutions in this paper refers to institutions that provide the post-
secondary or tertiary education in the UK, which includes universities, university
colleges, and colleges of higher education.

Innovation

The means by which economic, social and environmental resources are reconfigured
and used to advantage.

IPR (Intellectual Property Rights)

Very broadly, these are rights granted by statute law to the creators of works that are
results their intellectual effort. Intellectual Property Rights include: copyright, database
rights, patents, trademarks and design rights.

KT/E (Knowledge transfer/exchange)

The system and processes by which knowledge including technology, know-how,
expertise and skills are transferred from or shared by one party to or with another, with
the aim of producing innovative, profitable or economic and social improvements.
According to the Lambert Review, knowledge transfer refers to the process of
‘transferring the knowledge and skills between universities and business and the wider
community that increases the economic and social returns from this investment’.

Open Innovation

The emerging paradigm for Innovation, involving business models that use partnering,
licensing and venturing to combine internal and external sources of ideas and
technologies.

Further details can be found at: http://www.openinnovation.eu/

OSS Watch (open source software advisory service)

0SS Watch promotes awareness and understanding of the legal, social, technical and
economic issues that arise when educational institutions engage with free and open
source software. It does this by providing unbiased advice and guidance to UK higher
and further education.

Further details can be found at: http://www.oss-watch.ac.uk/
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Third stream activities (see BCE above)

HEIs and FEls have been founded principally on two sets of activities: teaching and
research. However, HEIs have always made contributions, both directly and indirectly, to
decision-making in the wider community; this is called their ‘“Third Mission’. Third stream
activities are therefore concerned with the generation, use, application and exploitation
of knowledge and other HEI and FEI capabilities outside academic environments. In
other words, the Third Stream is about the interactions between HEIls and FEls and the
rest of community.

UKERNA ( The UK?®" sdresdanch agtwokkn an

UKERNA is the organisation that runs the JANET network for the education and
research sector in the UK.

Further details can be found at: http://www.ukerna.ac.uk/.
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